Appendix 1
Internal Audit & Investigations

Quarterly Update Report Q1



1.0 OVERVIEW

1.1 Purpose & Scope of Report

1.1.1  The purpose of this report is to provide an update on the progress made against the delivery
of the Internal Audit Plan. This report provides details of audits finalised in quarter one of
the 2024/2025 financial year.

1.2 Assurance Framework

1.21 Each Internal Audit report provides a clear audit assurance opinion. The opinion provides
an objective assessment of the current and expected level of control over the subject
audited. It is a statement of the audit view based on the work undertaken in relation to the
terms of reference agreed at the start of the audit; it is not a statement of fact. The audit
assurance opinion framework is as follows:

Opinion Explanation

1.2.2  The assurance opinion is based upon the initial risk factor allocated to the subject under
review and the number and type of recommendations we make. It is management’s
responsibility to ensure that effective controls operate within their service areas. Follow up
work is undertaken on audits providing limited or ‘no’ assurance to ensure that agreed
recommendations have been implemented in a timely manner.

No assurance

Substantial
assurance

A sound system of governance, risk management and control exists,
with internal controls operating effectively and being consistently
applied to support the achievement of objectives in the area audited.

There is a generally sound system of governance, risk management
and control in place. Some issues, non-compliance or scope for
improvement were identified which may put at risk the achievement
of objectives in the area audited.

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk
management and control to effectively manage risks to the
achievement of objectives in the area audited.

Immediate action is required to address fundamental gaps,
weaknesses or non-compliance identified. The system of
governance, risk management and control is inadequate to
effectively manage risks to the achievement of objectives in the area
audited.



2.0 HIGH LEVEL SUMMARY OF AUDIT FINDINGS

Assurance

Recs
2.1 | Homelessness |

Reasonable

2.1.1 To be legally defined as homeless you must either lack a secure place in which you are
entitled to live or not reasonably be able to stay. To receive assistance under the main
homelessness duty, there are further strict criteria that must be met. Local authorities may
initially provide temporary accommodation to households who might meet these criteria,

mainly families with children.

2.1.2  We have issued a ‘reasonable’ assurance opinion on the basis that the service is actively
seeking to manage some complicated demand and supply risks that are difficult to finance.

21.3 We were satisfied that the council’s homelessness strategy, information and guidance had
been reviewed and updated regularly. A project was commenced in April 2024, with the
support from consultants to review the customer pathway, which was not included in this

audit.

214  Faced with a reducing market, bed and breakfast accommodation, costing approximately
£5m per year, is rented on a ‘spot purchase’ basis without there being any formal provider
agreements or documented procurement procedures in place. However, we were satisfied
that Housing is working with Legal to ensure the Council complies with the Public Contract
Regulations 2015, which will help formalise the contractual position and secure this

provision.

2.1.5 Although there were satisfactory controls in place for confirming the booking of placements
and for verifying the payments for emergency and temporary accommodation, care is
required to ensure the rates paid match those recorded on the bed and breakfast placement

spreadsheet.

2.1.6  We found it difficult to confirm the accuracy of the basic detail and eligibility information held
on OHMS, due to it being inconsistently completed. There is the intention to utilise the
artificial intelligence questioning function available on Housing’s new NEC system to help
confirm this information, albeit this will still require monitoring. It is worth noting the Council
has seen a 28% increase in the number of initial assessments since 2020/21.

21.7 The service is seeking to develop and improve the reporting framework; however, the
monitoring framework had been appropriately developed to support the statutory
submission of data to Department for Levelling Up, Housing & Communities (DLUHC). This
also helps management monitor the number of people requiring help and fulfil the Council’s
duties ‘to assist’. To further improve the control framework, enquiries should be made to
ascertain how the data sets submitted to DLUHC could be reconciled with the placement

records so that any variances can be addressed.




2.2

2.2.1

222

223

224

225

2.2.6

Recs Assurance
Subject Access Request | Reasonable

The Freedom of Information Act 2000 (FOIA) which came into force on 1 January 2005
governs and increases rights of access to information held by public authorities other than
personal information, which is accessible through Subject Access Requests. Subject
access requests are governed by the Data Protection Act (DPA) 2018 and the UK General
Data Protection Regulation (GDPR). Public authorities are required to provide information
requested by a member of the public and are obliged to process and respond to subject
access requests within 1 calendar month. In complex cases an extension of another two
months is permissible provided this is communicated to the Data Subject in a timely manner.
All formats and types of information are covered by the Acts which is enforced by the
Information Commissioner.

Following the Covid pandemic and recruitment difficulties, a backlog of cases had
developed for 2020/21, 2021/22 and 2022/23, however as at the 31 March 2024 these were
being reported as cleared, apart from four Brighter Future for Children (BFfC) subject
access requests received in 2022/23. Using data recorded in March 2024, 79% of subject
access requests had met the target response date and 21% were recorded as having been
late. For BFfC it was recorded that 68% of cases had met the target response date and
32% were recorded as late.

To expediate the response rate, automated Redaction Management Software and a new
case management system is to be implemented, as currently the requests are recorded and
reported via a spreadsheet into which information is manually entered. This case
management system is expected to also replace the subject access summary spreadsheet
that is currently being used.

In reviewing the policy and procedure documents in place with respect to subject access
requests, it was identified that the Council website states that a charge may be applied to a
subject access request if the request is “manifestly unfounded or excessive.” The Subject
Access Request Policy & Procedure further records that a charge may be applied where a
request is “manifestly unfounded or excessive, particularly if it is repetitive.” The terms used
were not further defined and it was advised by the Information Rights Services Manager
that the Council does not currently make use of charging.

The Subject Access Request Policy & Procedure document alongside the Subject Access
Request Process document are the main sources of guidance, with the Council website
also displaying information relevant to the subject access request process. The Policy &
Procedure was found to have last been reviewed in September 2020, but do not include
information reflective of the current process in place. The Subject Access Request Process
document whilst outlining a 15-step process reflecting the current process was noted to be
insufficiently detailed in certain respects.

A review of the case files identified several instances where the expected records were not
held on SharePoint. The Information Rights Services Manager advised that the identified
cases related to cases that had not been migrated to SharePoint in 2022 and that they
would be transferred by the end of April 2024. In addition, it was noted that there were a
small number of instances where the records held on SharePoint were inconsistent between
cases in that there were some cases where the final communication to the requestor had
not been saved and one instance where the initiating request could not be evidenced.



2.3

2.31

232

2.3.3

234

2.3.5

2.3.6

2.3.7

2.3.8

Recs Assurance
Cyber Security (follow up) | Reasonable

As part of the 2022/2023 audit plan, we undertook an audit to assess preparedness for
prevention of cyber-attacks on RBC and how ICT was equipped to identify, respond, detect,
and protect, from an incident. The audit used the government's own guidance on Cyber
Essentials as part of the evaluation of RBC preparedness, and a Limited assurance opinion
was given.

The cyber security threat is constantly evolving and risks that were identified during the
previous audit have now been addressed through a task and finish plan. In several areas,
the risk remains, as plans to mitigate are still work in progress, but importantly there is a
good awareness of what needs to be completed and the actions require to mitigate the risk.

We have concluded that significant progress has been made towards mitigating the current
risks in the cybersecurity area with the development of an overarching strategy and
operational action plan to address the weaknesses identified. Therefore, reasonable
assurance can now be provided on cyber security risk management as there is clear
evidence that the risks identified in the previous report have either been addressed or are
in the process of being addressed. However, the area itself is dynamic with evolving threats
so overall risk levels will remain high.

Action has been taken to tighten up requirements for awareness of council policies through
induction. However, there remains a residual risk that it will not at this time be possible for
the council to evidence that all staff (including agency and interim staff) have read and
understood the policies.

Action has been taken to ensure that staff will be regularly required to complete cyber
security and data governance training.

Evidence has been supplied that an analysis of the requirements and an action plan to
achieve the government programme of Cyber essentials for cyber security has been
undertaken and while compliance has not been achieved at this time there is a clear strategy
to meet the requirements.

SharePoint security has been reviewed and access controls and permissions are
commensurate with operational effectiveness and data security.

The direction of travel is positive and there is greater awareness of the risk arising from the
external environment. Risk in this area will remain because the environment itself is
dynamic and new threats and areas of concern emerge on a frequent basis but progress
towards awareness and threat mitigation are satisfactory.



2.4

241

242
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2.5.1

252

253

Grant Certifications
ZEBRA 2

The Department for Transport required some assurance that there are appropriate
arrangements in place for administering the Zero Emission Bus Regional Areas (2) grant
funding of £4.735m to be used towards the procurement of public service vehicles and
related infrastructure.

It was confirmed the Council had received £3.719m of the overall grant. Appropriate
costings supported the grant bid which detailed the intended use, and contract agreements
were in place to manage the delivery. The agreement included appropriate clauses
regarding funding, eligible spend, and clawback should there be non-compliance.

Contain Outbreak Management Fund (COMF)

The COMF provides funding to local authorities to help reduce the spread of coronavirus
and support local public health. The Test and Trace support service grant was renamed as
the COMF. Reading Borough Council received £5.94m over a four-year period.

We were able to certify that the grant had been spent in accordance with the grant
conditions.



Key: No Assurance: [Jl] Limited Assurance: Reasonable Assurance:

Audit reviews carried over from 2023/2024

Substantial Assurance:

N [2¢d

oo
Homelessness o Jan-24 May-25 Jun-24 0 3 Reasonable
Subject Access Request o Nov-23 Apr-24 May-24 | 0 1 Reasonable

Audit reviews for 2024/2025

Fuel (follow up) o May-24 | Jun-24

Commercial Lease/rent reviews (Rent Roll) o Jun-24

Data Security/Information Governance [ ) Delayed (to be picked up later in the year)
Intercompany accounting (and follow up) o May-24

Business Rates [ ) May-24

Cyber Security — (follow up) o Feb-24 Mar-24 | May-24 | 0 0 | Reasonable
Housing Complaints o May-24

ZEBRA 2 grant sign off o Apr-24 Apr-24 Apr-24 | 0 0
Contain Outbreak Management Fund grant unplanned Jun-24 Jun-24 Jun-24 | 0 0
Housing Rents and Service Charges ® Cancelled

Caseload Management (in ASC front door) [ ) Cancelled

Local Transport Plan Capital Settlement (Grant Certification) )

Local Authority Bus Subsidy Grant (BSOG) o




Key:  No Assurance: || Limited Assurance:

Joint Legal (JLT) Billing Process

Reasonable Assurance:

Substantial Assurance: [

P2

P3

General Ledger & Account Balance Transfers

Accounts Payables (creditors)

Supported Living

Debt Management

Coroners Service (follow up)

Procurement end-to-end Process

IT Disaster Recovery and Business Continuity

New Scheme of Delegation & Eligibility, Risk, & Review Group

Housing Repairs (responsive & planned maintenance) follow up

Housing Repairs Orders & Control of Materials

Residents Parking Enforcement

Deputyship and Appointeeship (follow up)

Continuing Health Care (CHC follow up)

Employee Gift & Hospitality, and Declarations of Interest (follow up)

Food waste — Capital Grant Certification

Multiply Funding Year 3 Grant Verification




3.0 INVESTIGATIONS (APRIL 2024 — JUNE 2024)

3.1 Council Tax Support Investigations

3.1.1 Twenty-two Council Tax Support investigations have commenced to date, with the discount
removed in eleven cases resulting in estimated savings of £2,706.

3.2 Housing Tenancy Investigations

3.2.1  Since 1st April 2024, officers have completed investigations into eighteen referrals of
alleged tenancy fraud. A total of one property has been returned to stock to date. All these
cases were tenancy-related investigations. There are another seven ongoing investigations.

3.2.2  The notional saving achieved on the properties returned to RBC stock is £93,000 adopting
the notional savings multiplier used by the Cabinet Office in its National Fraud Initiative
report.

3.2.3 The team has also looked at and verified five Right to Buy applications of which to date two
Right to Buy applications have been cancelled, saving a total grant payment of £192,000
and securing a rental income over the next twelve months of £ 13,162.

3.3 Disabled Persons Parking (Blue) Badges
3.3.1  Since April 2024 the team has received a total of fifteen Blue Badge referrals of blue badge
misuse. We have closed nine investigations of which two received warning letters, and one

blue badge was seized and destroyed.

3.4. Internal Investigations

3.7.1  Currently we have three internal investigations which are ongoing.



