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1. PURPOSE OF THE REPORT 

 
1.1 This report provides the Audit & Governance Committee with an update on 

key findings emanating from Internal Audit reports issued since the last 
quarterly progress report in January 2019. 
 

1.2 The report: 
 

 Provides assurance, commensurate with the control environment evidenced 
by audits conducted in the last quarter. 

 Advises on significant issues where controls need to improve to effectively 
manage risks. 

 Tracks progress on the response to audit reports and the implementation of 
agreed audit recommendations. 

 Where limited opinions have been given, the full internal audit report is 
appended to this report.  

 
1.3 The following document are appended:  
 

• Appendix 1 – Sundry Debtors 
• Appendix 2 – Accounts Payable 
• Appendix 3 – Direct Payments – follow up 
• Appendix 4 – Data Storage 

 
2. RECOMMENDED ACTION 
 
2.1 The Audit & Governance Committee re requested to consider the report. 
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3. ASSURANCE FRAMEWORK 
 

3.1 In each Internal Audit report Internal Audit provides a clear audit assurance 
opinion. The opinion stated in the audit report provides a brief objective 
assessment of the current and expected level of control over the subject 
audited. It is a statement of the audit view based on the terms of reference 
agreed at the start of the audit; it is not a statement of fact. The opinion 
should be independent of local circumstances but should draw attention to 
any such problems to present a rounded picture.  The audit assurance opinion 
framework is as follows: 

 
Opinion Explanation 

  
Fundamental weaknesses identified in the framework of 
internal control or the framework is ineffective or absent 
with significant risk to the achievement of system 
objectives. 

 
Significant weakness (es) identified in the framework of 
internal control and / or compliance with the control 
framework which could place the achievement of system 
objectives at risk. 

 
Basically a sound framework of internal control with 
opportunities to improve controls and / or compliance with 
the control framework. No significant risks to the 
achievement of system objectives have been identified. 

 A sound framework of internal control is in place and 
operating effectively. No risks to the achievement of 
system objectives have been identified. 

 
3.2 The assurance opinion is based upon the initial risk factor allocated to the 

subject under review and the number and type of recommendations we make.  
 

3.3 It is management’s responsibility to ensure that effective controls operate 
within their service areas. However, we undertake follow up work to provide 
independent assurance that agreed recommendations arising from audit 
reviews are implemented in a timely manner. We intend to follow up those 
audits where we have given limited or ‘no’ assurance. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

No Assurance 

Limited 

Reasonable 

Substantial 



 

 

4. HIGH LEVEL SUMMARY OF AUDIT FINDINGS 
 
 Recs  Assurance 
4.1 Sundry Debtors 1 0 0  Limited 

 
4.1.1 The Income & Assessment team in the Directorate of Resources is responsible 

for the higher level management and control of the Accounts Receivable 
system1, with service areas being responsible themselves for identifying and 
raising debtor accounts and then monitoring and wherever necessary following 
up unpaid invoices. 
 

4.1.2 Staff in the central team are working diligently to follow up unpaid invoices 
and recover payment from debtors, however as with previous years, there is 
no apparent consistency, priority or direction as to their work, and in 
particular the order that accounts are worked on.  

 
4.1.3 To address audit concerns a project was established to centralise the raising 

of invoices, however this has not been sufficiently progressed, and therefore 
transactions conducted during 2018/19 were subject to the same 
shortcomings identified in previous audits.  Although one new high priority 
recommendation has been made, a further nine recommendations still remain 
outstanding from previous audits. 

 
4.1.4 The centralisation of invoices, whereby services will forward details of 

potential invoices to Income & Recovery for the team to then raise centrally, 
was planned to be in place by the end of May 2018. This however has been 
delayed until the start of the 2019/2020 financial year, but when in place 
there may be several potential advantages for the Council and which could 
improve the efficiency and effectiveness of income collection and recovery.  

 
4.1.5 There are still failings in the debt collection process, with no standard 

procedures for the monitoring and chasing of debt and a lack of consistent 
arrangements for tackling long term debt (60+ days).  Given there is now a 
greater focus on commercial trading and income generation, there needs to 
be better central overview of the chasing and monitoring of debt.  

 
4.1.6 Sundry debt as at the end of period 10 was £10.9m, with £5.4m relating to 

invoices raised within the last 30 days, leaving outstanding debt (30+ days) of 
£5.5m. Debt over 121 days was £4.405m. The majority of debt over 121 days 
is related to Adult Social Care debt and to help address this, the service, 
Accounts Receivable and Legal are meeting monthly to review debt. 

 
4.1.7 We have been informed that new procedures and processing guides on debt 

collection will be put in place when the project goes live and these will new 
provide clear guidance on how to collect debt, when to escalate a debt and to 
whom and when to start a debt write off process.  

 
 
 

                                                           
1 This audit focused on the debtors function within Academy system and did not review other income 

collection systems in operation across the Council. 



 

 

4.1.8 In addition the aged debtors report will be more targeted/service relevant 
and run by cost centre when the function is transferred on to Oracle Fusion. 
This will enable the corporate team to challenge budget holders once a debt 
is over 60 days old. Low value invoices being raised for less than £30 will also 
be phased out during 2019/2020 resulting in immediate payment of small 
values. 
 

  Recs  Assurance 
4.2 Bank reconciliation: 0 0 0  Reasonable 

 
4.2.1 Bank reconciliation is the process of comparing and reconciling accounting 

records with transactions presented on the bank statement. The daily bank 
reconciliations reconcile the daily cash transactions and the monthly bank 
reconciliation is undertaken using cumulative data. Both reconciliations 
should be used for ensuring that year-end adjustments are correct. 
 

4.2.2 Both Internal and External Audit have raised concerns over the frequency of 
bank reconciliations, lack of documented processes, the need to clear historic 
unreconciled items and there being no centrally held overview of control 
account reconciliations. 

 
4.2.3 During 2018/2019 daily reconciliations have been undertaken to check that all 

receipts in the bank account are processed by the Civica (cash) system, so it is 
known that cash has been allocated.  However, monthly reconciliations 
providing a cumulative oversight were still not being performed at the time of 
our audit (December 2018). However, it was reported to us, although not 
evidenced, that a consolidated reconciliation for the period April to October 
2018 had taken place. As auditors we would expect the bank reconciliation to 
be completed and reviewed on a monthly basis. 

 
4.2.4 Documented procedures to confirm the standards and methodology for 

producing and monitoring the daily and monthly reconciliations remain work 
in progress and should be complete by the end of the 2018/2019 financial 
year.  

 
4.2.5 Progress at individual system level has been minimal as the corporate 

approach to reconciliations has not been agreed, including documenting 
procedures and reconciliation standards/conventions. The current format of 
reconciliations is sometimes unclear and unprotected with manual processes 
being necessary to physically input data from the systems being reconciled 
into Excel spreadsheets.  

 
4.2.6 Although we made no new recommendations as part of this year’s audit, 

historical recommendations are still valid and remain as work in progress, but 
we acknowledge the direct of travel is positive. 
 
 
 
 
 
 
 



 

 

 Recs  Assurance 
4.3 Budgetary Control & Savings Programme: 0 0 1  Satisfactory 

 
4.3.1 The purpose of this audit was to review the measures in place designed to 

achieve planned budget reductions and the current governance structure of 
the programme of delivery savings. Additionally the audit sought to review a 
sample of high value/high risk savings plans. 
 

4.3.2 Based on a sample review of 21 (10%) savings proposals, we were satisfied 
that the savings reported are accurate and supported. Arrangements remain 
detailed and appropriate to the governance and reporting framework with 
incremental improvements having been made to improve the quality of 
information available for the management of the programme. 

 
4.3.3 The approach taken towards the management and delivery of the savings 

programme has been well regarded by Lead Officers and Business Partners 
that were interviewed. The budget monitoring process represents a 
continuous monitoring of the delivery of savings proposals alongside reports to 
the Corporate Programme Board. No concerns were raised with respect to the 
frequency and quality of monitoring. 

 
4.3.4 Where amendments have been made to a savings proposal the governance and 

reporting structure was evidenced to have performed well with the required 
changes to the proposal and programme having been evidenced as being 
communicated and agreed. 

 Recs  Assurance 
4.4 Homes for Reading: 0 7 3  Reasonable 
 
4.4.1 The purpose of this audit was to review governance arrangements within 

Homes for Reading (HfR). 
 

4.4.2 Governance structures are generally in place both within HfR itself, as well 
those that address the relationship between HfR and the Council, the 
principal one being the Articles of Association. Within HfR, governance is 
overseen by the Executive Management Team (EMT) of Officer Directors and 
the Board of HfR. The Board of Directors comprises Councillors and two Non-
executive Directors.  

 
4.4.3 Meetings of both the Board and the EMT are regularly held and a record 

maintained, although arrangements could be tightened by considering 
increasing the frequency with which the Board meets currently.  

 
4.4.4 HfR commissioned advisors to look at the operating arrangements and to 

propose areas for improvement. The findings and recommendations suggest 
making changes in the way the company functions are governed. The key 
proposal made is to change the way the existing relationship between the 
Council and HfR is structured as well as refining the composition of the Board 
to strengthen the skills and industry knowledge by increasing the number of 
Non-Executive Directors.  

 
 
 



 

 

4.4.5 HfR is a young company and so many of the operating systems are in their 
relative infancy. This is exemplified by the company’s documented policies 
and procedures, in that those that do exist vary in purpose, style, file location 
and detail. Work has been undertaken to introduce better standardisation and 
review, but those policies principally developed and operated by service 
providers would now benefit from regular review, sign off and approval in 
future to ensure they reflect best practice.  
 

4.4.6 Under the existing operating model the Council remains the principal provider 
of services, in particular for finance, valuations, legal support and 
conveyancing, property maintenance and voids work and housing 
management. The Board of HfR has expressed concerns about the reliability 
and availability of these services and the impact this has on operating 
capability. The Board has formally written to the Shareholder expressing its 
concerns and the compliance requirements required by the Directors to satisfy 
legal requirements. Clearly this is a significant issue for the company that 
needs resolution. 

 
4.4.7 Although the scope of the audit did not include a review of the arrangements 

established to fund HfR, issues regarding the accounting arrangements for this 
have recently become apparent, most notably the need to account for 
Minimum Revenue Provision (MRP). It is understood that it is currently being 
considered how best to manage this. 

 
 Recs  Assurance 
4.5 Accounts Payable 1 2 1  Limited 
 
4.5.1 The audit was not able to comment on purchase ordering in any detail as the 

purchase order reports were not available due to technical issues with Oracle 
Fusion at the time of the audit.  This means that Purchase to Pay (P2P), PO 
creation and processing, as well as and open POs and receipting could not be 
tested. However, an average compliance of around 70% across services is 
being reported for Purchase-to-Pay. 
 

4.5.2 There were no fraud or irregularities discovered in the testing that was 
focussed on the processing and payment of invoices and supplier details and 
set up.  

 
4.5.3 A review of payments did not reveal any areas of significance with all non 

BACS payments evidenced and BACs processes operating as expected.  The 
lack of formal process and procedure in the area of manual payments (cheque 
and CHAPS) is a control weakness as substantial amounts of money are 
transferred via electronic payments mechanisms such as CHAPS.  There were 
no issues with duplicate payments although in two cases reviewed payments 
for the same amounts for different months were made on the same invoice on 
the same date.   

 
4.5.4 Credit memos were examined and an issue identified with broken links to 

supporting scanned documents that meant the audit trail for the transaction 
was obscured.  There was a further issue in the number of memos issued in 
respect of some companies which may suggest issues around the original 
procurement terms.  



 

 

 
4.5.5 Examination of invoice processing did not reveal any issues around the times 

or dates of invoice processing (PO creation was not examined).  There was no 
evidence found to identify the deliberate postdating of invoices for payment. 

 
4.5.6 There were indications of processing backlogs in testing the numbers of 

transactions that dated from before the audit commenced.  These referred 
both to the invoice creation date on the system and the actual date used by 
the supplier on the invoice. Analysis of the days between the invoice date and 
the payment date showed that around 93% of invoice transactions were 
processed for within 30 days which left around 4,100 transactions being later 
or in some cases significantly later than 30 days (used as an average test 
period for terms of payment). 

 
4.5.7 Suppliers were examined and there was a definite improvement since the 

previous audit both in the reduction and lack of duplication of sites. The 
portal that allows automatic matching still has an issue with processing the 
old style purchase order numbers and is not yet fully functional. There were 
also issues with the time taken to physically scan and upload the invoice 
details for social care invoices in batches for which a solution is pending, but 
not yet in place. 

 
4.5.8 It was noted that the supplier set up process reflected a necessary separation 

of duties, but that the person setting up the suppliers is a consultant and not 
a council employee. 

 
4.5.9 Although work has taken place to address concerns raised in previous audit 

reports, many of the actions are still work in progress. These include, but are 
not limited to: open purchase order control, lack of documented business 
process and office procedures, no central control over suppliers.  

 
 Recs  Assurance 
4.6 Direct Payments – follow up 1 5 1  Limited 
 
4.6.1 On completion of our last audit review, we concluded that quarterly 

monitoring and annual audit checks by staff of Direct Payment accounts were 
not being done on time and there were backlogs with both. 
 

4.6.2 Essentially this follow up audit sought to evaluate what progress had been 
made since the last review and that the recommendations had been 
successfully implemented. 

 
4.6.3 Whilst we’ve concluded that some positive work has been undertaken to 

address audit concerns, for example there has been a review of 
documentation and guidance, the take up of direct payments (and pre-paid 
cards) has stalled and there is still a considerable backlog of monitoring 
reviews.  
 
 
 
 



 

 

4.6.4 The number of people receiving direct payments has increased by 18% with 
the number of people having a pre-paid card having risen from 47 in 2017 to 
150 in January 2019. However in the wider context of people who could use 
direct payments, the take-up is still low. 
 

4.6.5 The strategy is to address the back-log of case reviews, is to monitor the last 
6 months expenditure for all DP clients. The aim has been to complete 20 
monitoring returns per week, whilst completing 50 pre-paid card monitoring 
reviews per month. At the time of our audit (January 2019), a small 
percentage (4%) of direct payment users hadn’t been reviewed since 2015/16, 
59% had not had a review since 2017, 21% were last reviewed in 2018 and 16% 
did not have a date recorded when the last annual review was undertaken. 
This is important because in the event of a fraud happening, the likelihood of 
it being detected early is reduced. Given this and the relatively recent 
instance of a known fraud occurring, it was only possible to provide a Limited 
Assurance opinion. 

 
 Recs  Assurance 
4.7 Data Storage 1 3 1  Limited 

 
4.7.1 The Council has data retention policies in place for all corporate data held in 

key council systems such as Mosaic and Oracle, which is subject to review and 
archiving or deletion. However there is a large amount of data held in an 
email retention programme called Mailmeter or in personal drives, corporate 
drives that is not subject to any review and in places is unstructured.   

 
4.7.2 This latter data that RBC holds could breach Data Processing and GDPR 2 

requirements, as RBC does not know what it is storing with respect to 
personal data and maybe failing in not removing data it no longer requires for 
processing, or failing to identify personal data that it holds and ensure that it 
is adequately protected.  

 
4.7.3 We concluded that corporate governance over data processing and storage 

issues required improvement, which was evidenced with the difficulties in 
obtaining an accurate system owners list and ensuring that those owners take 
responsibility for knowing what data they are storing. It must be emphasised 
that the problems RBC face are governance issues around how the business 
creates, processes, and stores data.  The ICT issues arise from the current 
problems around failing to create and maintain structures to address these 
issues, which have resulted over a considerable period of time in the creation 
of a large amount of unstructured data being stored in individual silos, often 
without any organisational oversight.   

 
 
 
 
 
 

                                                           
2  General Data Protection Regulation (EU) 2016/679 ("GDPR") is a regulation in EU law on data 

protection and privacy for all individuals within the European Union (EU) and the European Economic 
Area (EEA). 



 

 

4.7.4 It is acknowledged that the problem of unstructured data is not unique to RBC 
and is common across both public and private sector.  However the existence 
of unstructured data greatly increases the risk that there could be a technical 
breach of GDPR. In addition financial savings may not be achievable when 
Office 3653 and Cloud solutions are implemented, especially if the current set 
up is replicated.  Failure to change the existing storage arrangements may 
well cost RBC significantly more in storage space in the cloud for data it is not 
actively using. 
 

4.7.5 RBC purchased a software programme (Mailmeter) as an email storage and 
retrieval programme, which is the only accessible historical record for all 
emails and attached documents. Data is stored and can be searched within 
individual accounts and includes all emails sent to and from the account 
which may include data personal to the individual.  

 
4.7.6 Any transition to cloud and Office 365 will need decisions taken on retaining 

existing data. The GDPR project, whilst producing the requirement for 
Information Asset Owners and revising data retention policy advice, were 
unable to insist on Services addressing their data retention policy issues or 
assigning information asset owners. This could be a problem for significant 
Cloud migration projects needed for Office 365 including Sharepoint storage. 
There is an opportunity with Office 365 to delete the unstructured data being 
stored in email format and repositioning the data stored as being up to date.  

 
4.7.7 The Information Commissioner is of the view that if the data is stored then it 

should be searchable and there is a possibility at some stage the ICO questions 
RBC whether personal data is being retained unnecessarily (ICO is already 
aware in part of Mailmeter issues).  Data protection legislation says that data 
held must be searchable and the retention of personal data must be 
proportionate.  The random and unstructured storage of date will make this 
task difficult, if not impossible, to identify what data should and shouldn’t be 
being stored and may lead to data being stored that shouldn’t be. 

 
 
 
 

                                                           
3 Office 365 is a cloud based (online) service of Microsoft Word, PowerPoint and Excel 



 

 

5.0     AUDIT REVIEWS 2018/2019 
 
5.1 The table below details those audit reviews in progress and the reviews planned for the next quarter. Any amendments to 

the plan to reflect new and emerging issues or changes in timing have been highlighted.  
 

` Timing  Res  

Audit Title Q1 Q2 Q3 Q4 Start 
Date 

Draft 
Report 

Final 
Report P1

 

P2
 

P3
 

Assurance 

Continuing Health Care (CHS)     Apr-18 Aug-18 Nov-18 2 5 1 Limited 
Delayed Transfer of Care      Apr-18 Jul-18 Sep-18 2 4 1 Limited 
Entitlement & Assessment     Jan-19       
Revenue Budget Setting (Hyperion)     Jun-18 Oct-18 Nov-18 0 3 1 Substantial 
Additional Payments     Apr-18 Jul-18 Sep-18 1 3 1 Limited 
PCIDSS     Jun-18 Aug-18 Sep-18 0 3 0 Reasonable 
Data Storage     Jun-18 Dec 18 Apr 19 1 3 1 Limited 
Network Infrastructure Security      Apr-18 Sep-18 Sep-18 0 3 2 Reasonable 
Residents Parking     Jun-18 Oct-18 Dec-18 3 5 1 Limited 
Use of CCTV - Urban Traffic Control Deferred until 2019/2020 
Homes for Reading     Jun 18 Sep-18 Jan-19 0 6 3 Reasonable 
Right to Buy (follow up)     Apr-18 Jun-18 Aug-18 0 1 3 Reasonable 
Norcot Nursery School     Jun-18 Jul-18 Jul-18 0 3 5 Reasonable 
New Bridge Nursery School     Jun-18 Jul-18 Sep-18 0 1 1 Reasonable 
Commercial Leases (Stepping Stones)*     May-18 Jul-18 Sep-18 2 1 1 N/A 
General Ledger Q1 Journal testing 

    Aug 18 Aug-18 Aug-18 0 0 0 Substantial 
Bank and Cash Reconciliations (follow up) 

    Dec-18 Jan-19 Feb-19 0 0 0 Reasonable 
Budgetary Control & Savings 

    Dec-18 Feb-19 Mar-19 0 0 1 Substantial 
Section 106 Agreements  

    Mar-19  
     

South Reading Leisure Centre 
    Jul-18 Sep 18 Sep-18 0 1 0 Substantial 

LTP Capital Settlement (Grant Certification) 
    Sep-18 Oct-18 Nov-18 0 0 1 Substantial 

Bus Subsidy Grant 
    Sep-18 Oct-18 Nov-18 0 0 1 Substantial 

 

 



 

 

 Timing  Res  

Audit Title Q1 Q2 Q3 Q4 Start 
Date 

Draft 
Report 

Final 
Report P1

 

P2
 

P3
 

Assurance 

General Ledger Q2 Journal testing 
    Oct-18 Jul-18 Jul-18 0 0 0 Substantial 

Employee Gifts & Hospitality & Declarations of Interest 
    Sep-18 Nov-18 Jan-19 0 4 2 Reasonable 

Creditors (Accounts Payable) 
    Dec 18 Jan 19 Mar-19 1 2 1 Limited 

Troubled Families Grant Sign Off 
    Sep-18 Sep-18 Sep-18 0 0 0 Substantial 

Direct Payments (f/up) 
    Jan-19 Mar-19 Apr 19 1 5 1 Limited 

Commissioning (Adults) Deferred until 2019/2020 
Business Rates 

    Nov-18 Apr 19  0 0 5 Substantial 
Sundry Debtors 

    Oct-18 Dec-18 Jan-19 1 6 1 Limited 
Payroll 

    Feb-19       
Commercialisation 

    Oct-18 Jan-19  1 1 0 Reasonable 
Redlands Primary School** 

    Nov-18 Nov-18 Dec-18 0 0 2 Substantial 
The Hill Primary School** 

    Sep-18 Oct-18 Nov-18 0 3 5 Reasonable 
Whitley Park Primary School** 

    Jun-18 Jul-18 Jul-18 0 3 3 Reasonable 
Stronger Together Partnership*     Sep-18 Oct-18 Oct-18 0 0 0 N/A 
Births Deaths & Marriages  (spoil certificates & counterfoils)*     Oct-18 Oct-18 Oct-18 0 0 0 Substantial 
Public Health Grant (f/up) 

           
Blessed Hugh Farringdon Catholic Secondary School** 

    Oct-18 Oct-18 Nov-18 0 0 3 Substantial 
Christ the King Catholic Primary School** 

    Jan-19 Feb-19 Apr 19 0 2 0 Reasonable 
St Michael's Primary School** 

    Feb-19 Mar-19 Apr 19 0 2 5 Reasonable 
Foster Care (follow up)**     Mar-19       
Administration of looked after children**     Mar-19       
Child Exploitation & Missing Children (follow up)**     Mar-19 Mar-19     Reasonable 

Phoenix College**     Feb-19 Mar-19 Apr-19 - - - N/A 
 

*This audit was added as was not part of the original planned programme of audits 
**Outcome of audit to be reported directly to BfFC



 

 

6.0 INVESTIGATIONS 
 
6.1 Housing Benefit and Council Tax Support Investigations 
 
6.1.1 For the period the Council Tax Support Overpayment is £13,672.47.  One case 

generated a Housing Benefit overpayment of £34,360.95. The team 
investigated an allegation of fictitious tenants; this resulted in the return of 
£13,503.42 in owned Council Tax payments. 
 

6.2 Single Person Discount 
 
6.2.1 Following a data matching exercise matching 21,918 address records against 

tracing and occupier lookup databases to determine the strength of residency 
for all individuals in a household within the borough, investigations officers 
are working with Council Tax reviewing the very high risk data matches and 
high risk matches. From the matches investigated to date £195,247.80 has 
been identified for CTAX recovery.   
 

6.2.2 This exercise will be repeated in the 2019/2020 financial year.  
 

6.3 Housing Tenancy Investigations  
 
6.3.1 Since 1st April 2018 Investigation Officers have investigated 57 cases of 

alleged tenancy fraud and have assisted in the return to stock of 21 Council 
properties. At present we have 21 ongoing tenancy investigations. 
 

6.3.2 It is difficult to quantify the financial implications of these types of 
investigations, however the RBC agreed figure of £15,000 is considered to be 
the average cost for retaining a family in temporary accommodation. Using 
this figure (21 x £15,000), to date notional savings of £315,000 have been 
made as a result of tenancy investigations. 

 
6.4 Right To Buy (RTB)  
 
6.4.1 We are working with Housing Officers to check applications against Council 

tax and other records and will investigate any applications that look 
suspicious. Improper applications can result in eviction and criminal 
prosecution. Since 1 April 2018 the team have been asked to check 35 RTB 
applications and as a result of our investigations, seven applications did not 
proceed any further and one application was refused as a result of our 
investigations. This property transaction in this instance would have been 
entitled to the maximum of £80,900. 

 
6.5 Internal Investigations 

 
6.5.1 Following authorised surveillance at one of the Council’s leisure 

establishments, a now former member of staff was arrested on the suspicion 
of theft of cash. The matter was heard at Reading Magistrates Court on the 6th 
April 2018 and the defendant pleaded guilty to all charges. Full costs were 
awarded to the Council and the defendant has since paid £13,198. 

 
 



 

 

6.6 Social Care Fraud & Investigations 
 
6.6.1 The Audit & Governance Committee has been made aware of the complex 

investigation relating to allegations of Direct Payment4 Fraud in excess of 
£62,000. On the defendant was found guilty on three accounts of fraud by 
false representation, three accounts of furnishing false information and one 
account of fraud by abuse of position and concealing criminal property 
(money laundering).  
 

6.7 New Homes Bonus  
 

6.7.1 The New Homes Bonus (NHB) is a grant paid by central government to local 
councils to reflect and incentivise housing growth in their areas. It is based on 
the amount of extra Council Tax revenue raised for new-build homes, 
conversions and long-term empty homes brought back into use. 

 
6.7.2 Investigations officers, under the direction of the Council’s Empty Homes 

Officer, worked in partnership with CTAX officers to maximise potential 
income, by reducing empty properties recorded on the CTAX database. The 
project team reduced the registered CTB15 figure from 502 to 387.  The ‘net 
reduction’ of 115 long term empty properties earns the Council an NHB 
payment of £106,467 for 2020/21, part of the 4-year NHB reward of 
£425,870.  

 
6.8 Disabled Persons Parking Badges (Blue Badges)  

 
6.8.1 Since the 1st April 2018 the team have received 27 referrals with regards to 

the potential misuse of a Blue Badge. Of these, there have been 3 successful 
prosecution cases with respect to the misuse of a Blue Badge, and 3 further 
Blue Badges have been seized and taken out of circulation.  The role of 
investigations officer is not that of  enforcement work, but to  investigate 
referrals into alleged misuse of blue badges, they are not enforcement  

 
7. CONTRIBUTION TO STRATEGIC AIMS 
 
7.1 Audit Services aims to assist in the achievement of the strategic aims of the 

Council set out in the Corporate Plan by bringing a systematic disciplined 
approach to evaluate and improve the effectiveness of risk management, 
control and governance processes. In particular audit work is likely to 
contribute to the priority of remaining financially sustainable to deliver our 
service priorities. 

 
8. COMMUNITY ENGAGEMENT AND INFORMATION 
 
8.1 N/A 
 
 

                                                           
4  Direct payments are payments for people who have been assessed as needing help from social 

services, and who would like to arrange and pay for their own care and support services instead of 
receiving them directly from the Council. 

5 Local authorities are required to return the Council Tax Base Return (CTB1) form each year.  
 



 

 

9. LEGAL IMPLICATIONS 
 
9.1 Legislation dictates the objectives and purpose of the internal audit service 

the requirement for an internal audit function is either explicit or implied in 
the relevant local government legislation. 
 

9.2 Section 151 of the Local Government act 1972 requires every local authority 
to “make arrangements for the proper administration of its financial affairs” 
and to ensure that one of the officers has responsibility for the administration 
of those affairs. 

 
9.3 In England, more specific requirements are detailed in the Accounts and Audit 

Regulations in that authorities must “maintain an adequate and effective 
system of internal audit of its accounting records and of its system of internal 
control in accordance with proper internal audit practices”. 

 
10. FINANCIAL IMPLICATIONS 
 
10.1 N/A 
 
11. BACKGROUND PAPERS 
 
11.1 N/A 
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Classification: UNCLASSIFIED 

To: Chris Beauchamp – Accounts Payable & Receivable Manager 
Matthew Davis – Head of Finance 

From: Robert Dunford, Senior Auditor 
Kathleen Gibbons, Auditor 

Date: 29/1/19 
Limited 

Assurance 

Ref: 23/18 

1 Purpose and Scope of Review 

1.1 Reading Borough Council uses Academy as its principal system to raise invoices and monitor the 
collection of income thereafter. 

1.2 Whilst the Income & Assessment team in Corporate Support Services is responsible for the 
higher level management and control of the systems, it is the responsibility of services to 
identify and raise debtor accounts and then monitor and wherever necessary follow up unpaid 
invoices. 

1.3 This audit reviewed the expected high level controls for Accounts Receivables to ensure:- 

• To ascertain and evidence the implementation status of those recommendations made
and agreed to in the previous audit report.

• Ensure payments are auto-matched to debtor accounts and receipts without a valid
reference are posted to and cleared from a suspense account on a regular basis.

• Unpaid invoices are monitored and chased appropriately.
• Bad debts are appropriately authorised and accounted for before being written off
• Collection performance is monitored and reported
• Collection activity is focused and less priority is given to accounts with ageing balances

which may not be ‘real’ receivables
• To substantiate the timely completion and accuracy of the daily reconciliations

between the cash receipting and debtor systems.
• To substantiate the timely completion and accuracy of the monthly reconciliation

between the debtor general ledger systems.

1.4 This audit will focus on operation of the debtors function within Academy and will not review 
any other income collection systems in operation across the Council. 

2 Main Conclusions 

2.1 Management has reported that the implementation of the previously agreed audit 
recommendations which have been outstanding since 2016/17 have been delayed until the 
administration of the Council’s corporate sundry debtor function has been transferred from 
Academy to Fusion by the end of 2018/19 financial year. 

2.2 The Council’s corporate debt policy needs to be enforced and the strategic approach for managing 
debt needs to be reviewed to prevent debt growth and improve recovery. The Income and 
Assessment Manager has re-emphasised the importance for the debt policy and strategical 
approach to direct procedural standards and operational requirement, which is particularly 
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important given that the sundry debtor project team has been tasked with this exercise without 
confirmation of either the strategic approach or an overview of Fusion’s operational functionality. 

2.3 There are a lack of consistent arrangements within the Accounts Receivable team for identifying, 
recording and reporting of unpaid invoices beyond 60 days. There is an inherent risk of debtors 
with long term and accumulating arrears not being identified for action because the status of 
customer debt and profiles are not being accurately captured for analysis so that these can be 
targeted. 

2.4 As greater reliance is being placed upon trading and income generation, it is our opinion that the 
debt monitoring control needs to be more improved and better embedded within the budget 
monitoring process in order to  better understand the reasons for accruing debt and poor recovery 
so that unnecessary debt is prevented. 

2.5 Control improvements for substantiating, authorising and securing the balances on the daily and 
monthly reconciliations remain outstanding.  

2.6 We have raised a new single high priority recommendation in respect of this review (Appendix 1), 
which is sequentially referenced to those raised previously (See Appendix 2) since 2016/17. The 
new recommendation is referenced number 12.  

3. Summary of Findings

3.1 Systems, controls and responsibilities are documented

3.1.1 We previously recommended (Rec 1) that the policies and procedures should be reviewed on an 
annual basis. Management have reported that this exercise has been delayed until after the 
project to transfer the sundry debtor accounts from Academy to Fusion has been completed in 
late 2018/19. The following should be noted:- 

• The Council’s Corporate Debt Policy1 dated March 2015 has been published on the
Council’s website for information.

• The managerial responsibilities for administering corporate sundry debt were
transferred to the newly appointed Accounts Payable/Receivable Manager from the
1/10/18.

• The Head of Finance has sponsored the project to transfer the sundry debtor account
database from Academy to Fusion by the end of 2018/19, which will also include a
review of the operational procedures and processes.

3.2 Payments are auto-matched to debtor accounts and receipts without a valid reference are 
posted to and cleared from a suspense account on a regular basis  

3.2.1 Receipt of payment is administered through the Council’s cash receipting system (Civica) which 
is auto-matched via a programme against the Council’s debtor system (Academy), which is then 
reconciled on daily basis. Those payments that cannot be matched by the system due to an 
invalid account reference numbers or because it is part of a bulk payment are automatically 
posted to the suspense account for investigation.  

3.2.2  The suspense account is reviewed and cleared regularly by downloading an ‘un-matched sales 
transaction’ report from both Academy and Civica on a daily basis to identify un-matched 
receipts. These reports are cut and paste into an excel spreadsheet workbook for investigation 
and re-allocation to the correct account. The procedures for this need to be reviewed 

1 Scope covers the collection of sundry debtors, council tax, NNDR, rents income etc. housing benefit and council
tax overpayments and the recovery of overpaid salaries and wages. 
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approved and then monitored as per recommendations 2, 3 and 4 made in the 2016/17 audit 
report. 

 
3.2.3 Recommendation 11 has not been implemented. This was made to ensure the total and 

movement in the value of payments requiring investigation in the suspense excel workbook 
could be accounted for. We have been informed that the procedures for this are now subject 
to change following the Fusion sundry debt project.  

 
3.2.4 Apart from “highlighting” that a payment has been identified for resolution, no cross reference 

to the journal raised is recorded on the workbook albeit this can be verified against Academy.  
 
3.3. Unpaid invoices are monitored and chased appropriately 

3.3.1 Although we can confirm that a regular aged debtors report is produced and circulated to 
services on a monthly basis for monitoring, the approach for chasing and monitoring 
outstanding invoices requires urgent attention to make it more effective and efficient:- 

• The Recovery & Control Team2 provide an Aged Debt report from Academy to the 
Income and Recovery Officers on a monthly basis. The report is sent in its entirety, 
including full name of each customer, customer ID, department ID and value of invoices 
outstanding to the 3 Income and Recovery Officers along with 20 further staff members 
and 2 ‘team’’ email inboxes including, Officers, Managers and Head of services across 
the different directorates. This diminishes its purpose. See Rec 12. 

 
• The same Aged Debt Report including a general summary is also sent separately to 8 

(see 3.4.2) further members of staff including Managers, Head of Services and 
Accountants for information. See Rec 12. 
 

• The Aged Debt report received by the Income and Recovery Officers is split between 
the three staff members to work off. Two of the Recovery Officers concentrate on 
Sundry Debtors by dividing the report alphabetically and alternately this process each 
month on a new report. The third Recovery Officer solely investigates social care 
invoices that are outstanding. The September and October Aged debt report was 
examined and it was noted there was potential for an uneven divide to occur when 
each report is split between the two types of debts, Sundry and Social care. Social care 
accounted for 47% of clients in September 2018 and 39% in October 2018. 

 
3.3.2 An examination of the September 2017 and September 2018 Aged Debt Report shows an overall 

increase in the value of outstanding invoices totalling £1,238,92.00, although there is an 
improvement in the clearing of unallocated credit (-£1,198,103). 

3.3.3 The September 2017 report showed a total of 4,707 invoices older than 60 days outstanding. 
1,707 invoices to the value of £2.28m were cleared by September 2018, however the remaining 
3,000 invoices to the value of £2.18m currently show as outstanding on the September 2018 
Aged Debt report. 

 
3.3.4 A sample of invoices from the September 2018 Aged Debt report was examined and the 

following noted: 
 

• Notes in Academy were not always updated in correlation with the Recovery Officers’ 
monthly Aged Debt workbook 

• Notes on the Recovery Officers monthly Aged Debt workbook were not always an 
accurate reflection, e.g.: Invoice noted as ‘Paid’ when it was credited due to 
termination of lease, or else easily being identifiable to the status of the debt, e.g.: 
Notes stating ‘emailed  relevant department’ 

• Internal departments are emailed on a case by case basis to contact the client 
regarding outstanding invoices rather than a consolidated summary being provided. 

                                                           
2 Team forms part of the Income & Assessment Service 
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• The team investigate outstanding invoices from 60 days and older however notes were 
recorded against invoices outstanding from 30 days. 

 
3.3.5  The Accounts Receivable team are reliant on other internal departments’ processes to 

complete reconciliations to ensure accurate reporting on Aged Debt which impacts the timely 
investigating of true outstanding invoices under that service.  

 
3.3.6 The Corporate debt team have repeatedly highlighted the need for services to improve the 

quality of their information and supporting documentations to ensure the recovery is not 
aggravated. The previous Strategic Director of Finance approved and communicated the need 
to address these risks at a strategic level by centralising the production and issue of sales 
invoices.  

 
It is worth noting that the Senior Recovery Officer is working on publishing a Webform to 
centralise the request of invoices and assist in streamlining this process to ensure accurate and 
consistent production in the issuing of sales invoices. 

 
3.4 Collection activity is focused and recovery performance is monitored  
 
3.4.1 The Corporate Debt Policy specifies “The council recognises that prompt recovery action is key 

in managing its debt and maximising income. The Council therefore aims to a) regularly 
monitor the level of debt, b) set clear targets for the recovery of debt, c) have clear written 
recovery procedures, d) set priorities for specific areas of debt and continue to review the 
recovery methods used to ensure maximum recovery, and e) regularly review irrecoverable 
debts for write-off.” 

 
3.4.2 A summary analysis is prepared by the Control Team of the aged debt status for the 

directorates and services is circulated for information to the Income & Assessment Manager, 
Accounts Payable Manager, Recovery & Control Team Leader, Head of Finance, Chief Technical 
Accountant and the Heads of Service. 

 
3.4.2 The working practices and approach for investigating, recording or tracking each contact with 

clients regarding outstanding invoices by the Recovery Officer need to be standardised and 
coordinated and the information obtained need to be consolidated into a single workbook. 

 
3.4.4  The Corporate Debt Policy executive Summary states ‘As Reading Borough Council rises to the 

challenges of reduced grant funding, having to find further savings of some £40 Million over the 
2014-17 period whilst delivering increased quality services to our residents, we need to adapt 
the way in which we approach debt collection’ 

  
In reference to recommendation 2 from the Debtors Audit Report 17/18, ‘The Income & 
Assessment Manager should review and formalise the strategy, techniques and records Income 
& Recovery staff should use in the identification and follow up actions used in respect of 
recovery of unpaid invoices. Once agreed this should be documented and followed by staff.’ 
 
It was noted however that there is no evidence this has happened.   

 
3.5  Bad debts are appropriately authorised and accounted for before being written off 
 
3.5.1 The bad debt policy3 stipulates that a write off is only appropriate where there is a justifiable 

reason to avoid uneconomic cost of chasing debt where there is no realistic prospect of 
recovery.  

 
3.5.2 In comparison to September 2017, which recorded 6,384 outstanding invoices totalling 

£8,616,988.25, the aged debt report for September 2018 records 7,134 unpaid invoices 
totalling £9,855,940.70 (14% growth).  

                                                           
3 Bad Debt Policy – Section 8 Write Offs 
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3.5.2 Although an exercise is being undertaken to write off those debts which are 6 years old, a 

yearly profile of the total value of outstanding invoices shows there considerable arrears 
between 1 and 5 years:-  

 

Years Outstanding Invoice Count Outstanding Invoice Balance % 

Other        2  £                 4,223.47 +  0% 

0  3,767  £           7,478,648.60 76% 

1 - 5 2,977  £           2,108,712.78  21% 

6+   388  £              264,355.85   3% 

 
7,134  £           9,855,940.70  100% 

  
 

3.5.3 Contrary to the corporate debt policy, sales invoices are still being raised for extremely low 
value income: 40 invoices totalling £247.93 were raised below the bad debtor policy’s recovery 
economic value of £10. The economic value needs to be substantiated in relation to Fusion as 
there are a further 224 debts between £11 and £30 totalling £4,530.34. 

 
3.5.4 141 invoices totalling £141,423.39 have been written off on Academy since the 1/4/2018. Write 

offs are actioned independently of the service by the Control Team on Academy when an 
authorised ‘write off form’ is received as justification. A journal is raised at the same time to 
attribute the cost on Fusion back to the service.  

 
3.6 Daily reconciliation between the cash receipting and the debtor systems 

 
3.6.1 Guidance notes were produced in 2015 to clarify how the daily reconciliation is conducted as 

this may be completed by any of the Revenue and Control Team. The daily ‘cash receipt’ 
report from Civica is reconciled against the ‘daily invoice posting’ report4 and then against the 
‘daily transaction totals’ report5, which reports the accumulative position in Academy.  

 
3.6.2 As at 16/10/2018, we can confirm Civica (cash receipting system) has been reconciled and 

balanced against Academy (sundry debtor system) on a daily basis up to 15/10/2018, however:- 
 

• The reconciliation is not certified and dated by the preparer or reviewing officer albeit 
this is held on the shared drive for management information. 

 
• System reports to substantiate the balances in the reconciliation are not secure and 

audit trails to these documents which are held on the shared drive are still not in 
place. Given this, we can confirm the system balances for the 15/10/18 are correct as 
these were regenerated in our presence. 

 
3.6.3 Explanations for the variances in the daily reconciliation are recorded to confirm those manual 

adjustments made to the system, and the cumulative total of unresolved variances is summed 
for managerial information. As at 15/10/18, the cumulative total variance is currently 
£48,082.87. Reasons for these variations include:- 
 
• Direct debits: Although direct debit receipts are accounted for within the 

reconciliation, these are highlighted as a “variance” because the receipt of these 
funds is not accounted for through Civica6.  
 

• Academy system report: The overall total in the ‘invoice payment posting’ report7 does 
not fully account for all payments e.g. although Civica records the receipts on the 
15/8/18 as £1,762,691.61, Academy reports this to be £762,691.61.  

                                                           
4 Academy: im6020 
5 Academy: im6330 
6 The Academy ‘direct debit generation’ is held to support the total in the reconciliation and we can confirm that the direct 
debit is also accounted for in the cumulative total 
7 Im6020 report 
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• Previous application o/s debts: Account references that continue to relate to the 

previous debtor system (Northern) have to be identified8 for investigation so that the 
appropriate account on Academy can be adjusted.   

 
3.7  Monthly reconciliation between the debtor and general ledger systems 
 
3.7.1 Subject to the conformation of opening balances from 2017/18, as at October 2018, monthly 

trial reconciliations have been correctly completed up to August 2017 between Academy and 
Fusion.   

 
3.7.2 The reconciliation template, procedures and processes have still not been reviewed and 

approved by Finance to ensure these are/remain appropriate. The reconciliation procedure is 
complicated as it amalgamates both sundry debtor and housing benefit overpayments. The 
Recovery Team have however produced guidance notes to explain the reconciliation approach. 

 
3.7.3 There are still no automatic audit trails (cross reference or hyperlink) between the balances on 

the reconciliation and their supporting documentations, which are filed on the shared drive. 
Although we were able to substantiate the balances for Academy, we were unable to verify 
those for Fusion because the balances have been adjusted due to some journal entry 
adjustments being applied retrospectively after the reconciliation has been completed. We can 
confirm that the Recovery & Control Team had raised this issue previously with Finance in 
March 2018 and we have since re-raised it again with the Chief Accountant in post now. 

 
3.7.4 The reconciliation is not certified and dated by the preparer or management to confirm its 

completeness and accuracy albeit this is held on the Control Team’s shared drive for 
management information. The Recovery and IT Control Team Leader has confirmed that she 
has not forwarded a copy of the reconciliation to Finance since the departure of the previous 
Head of Finance. We can confirm that the Chief Accountant requires these to be forwarded to 
Corporate Bank Reconciliation in future (the recommendation from the bank and key system 
reconciliation for this remains outstanding). 

 
 
Appendix A - Report Distribution 
 

Staff Interviewed 
 

Tania Newman  - Systems Control Officer, Recovery & Control 
Howard Stone - Administration Control Officer, Banking & Suspense 
Vicky Smith - Senior Recovery Officer, Recovery & Control 
Emma Hannington - Senior Systems Control Officer, Recovery & Control 
Sam Wills - Recovery & Control Team Leader 
 
Draft Report Distribution 
 
Zoe Hanim  - Head of Customer & Transformation Services 
Jean Stevenson - Chief Accountant 
Kirsty Anderson - Income & Assessment Manager 
Christopher Beauchamp - Accounts Payable/Receivable Manager 
Samantha Wills - Recovery & Control Team Leader  
 
Final Report Distribution 

 
Jackie Yates - Strategic Director of Finance 
Matt Davis - Head of Finance 
Zoe Hanim - Head of Customer & Transformation Services 
Jean Stevenson - Chief Accountant 
Kirsty Anderson - Income & Assessment Manager 

                                                           
8 A script (Ref: Alpha) file was produced to identify those payments where customers have continued to use their old Northern 
account reference. These would be investigated through the review of the suspense account. 
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Christopher Beauchamp - Accounts Payable/Receivable Manager 
Samantha Wills - Recovery & Control Team Leader 
 
Auditor Contact Details 

 
Robert Dunford, Senior Auditor  - (0118) 937 2849 
Kathleen Gibbons, Auditor  - (0118) 937 2693  
Kevin Parker, Principal Auditor  -  (0118) 937 2694 
Paul Harrington, Chief Auditor  -  (0118) 937 2695 
 

For further details on our assurance opinions please click this link  
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APPENDIX 1

Ref Risk Recommendation Priority Management Response Responsible Officer(s) Target Date

12

There is a risk that income will not be
received for those services supplied and that
these may be increasingly written off. 

The procedures and processes for managing 
and monitoring sundry debt need to 
strengthened to actively reduce and prevent 
the current level of debt. The following areas 
should be considered:-

* distribution of aged debtors report should be 
specific to the service.

* all services should promote payment at the 
point of supply of service etc.

* arrears should be analyised to identify 
services and reasons for arrears so that a 
targeted approach can be instigated. 

* services should be required to provide an 
account of the reasons for their arrears 
alongside the reasons for their budget 
variance status as part of the regular budget 
monitoring process/es.

1

In agreement, procedure and processing 
guides will be produced on debt collection for 
sundry debt by the 31/03/19.These guides will 
give clear guidance to the AR team on how to 
collect debt, when to escalate a debt and to 
whom and when to start a debt write off 
process. In addition to this we will be focusing 
on the following key areas:-

1) The aged debtors report will have a more 
targeted/service relevant approach when 
debtors is moved to Fusion, Fusions will 
enable the aged report to be run by CC. AR to 
chase managers of CC for comments once a 
debt is over 60days old.

2) Invoices being raised for less than £30 will 
be phased out during 2019/2020 resulting in 
immedate payment of small values, Payment 
for adult social care cannot be chased in a 
tradational way and must follow a set process.

Chris Beauchamp 
(Accounts 
Payable/Receivable 
Manager)

30/03/2019

NB: Your management response is your commitment to treat the risk identified as part of the review. The standard response time to draft recommendations is 15 working days; any failure to meet this
target could be reported to the Audit & Governance Committee. 

The management response to recommendations will be reported to both CMT & The Audit & Governance Committee as part of our quarterly monitoring arrangements. Audit recommendations and
agreed actions will be followed up during the year, where deemed appropriate by the Audit Management Team. All outstanding recommendations will also be reported through CMT as part of the
Council's monthly performance monitoring.

Audit Management Action Plan 
Sundry Debtors - Report Ref 23/18 
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Ref Risk Recommendation Priority Responsible Officer(s) Target Date

11

If the source of the receipts are not 
identifed and posted to the correct 
accounts on a timely basis there is a 
risk:-
* The level of unallocated credit will 
increase
* The payee will be requested to pay 
again even though this has been paid

The debtor suspense account investigation workbook 
should be reconciled against the system on a daily basis to 
confirm the completeness of records presented for 
investigation and resolution and consideration should be 
given to analysing the causes/problems in order these can 
be brought to management’s attention

3

To be agreed To be agreed

Ref Risk Recommendation Priority Management Response Made in 2016/17

1

Out of date / inaccessible guidance 
could result in uneven treatment of 
debt across the council

The various policies, guidance and procedure notes 
relating to the raising, monitoring and treatment of debt 
generally should be reviewed and where necessary 
brought up to date. In addition they should be clearly 
documented on Iris, if appropriate and all relevant staff 
and users advised of their location and the need for them 

2

Agree - policies and guidance will be reviewed and 
updated where appropriate. A request for a pod to be 
published on IRIS for debtors will be requested and 
relevant documentation will be posted there. 

2

Uneven treatment, record keeping and 
audit trail in the follow up and 
recovery of unpaid invoices.

The Income & Assessment Manager should review and 
formalise the strategy, techniques and records Income & 
Recovery staff should use in the identification and follow 
up actions used in respect of recovery of unpaid invoices. 
Once agreed this should be documented and followed by 
staff.

2

Agree: Our current processes will be formalised in a 
document for both sundry debtors and social care debt 
and be published on IRIS.

3

Poor or inadequate information on 
debtor invoices is likely to increase the 
likelihood of customer queries as well 
as additional officer having to be spent 
on resolving them so that payment can 
be made by the customer.

All staff who raise invoices should be reminded that:

a) invoices should be raised accurately and on a timely 
basis:
b) each invoice should bear the necessary information or 
detail to reduce the likelihood of subsequent customer 
queries;
c) as a principle services should not continue to be 
provided until outstanding invoices have been paid:
d) there should be clear supporting records and 
information concerning the invoice that is easily 
accessible and understandable in the event of future 
query or need.

2

Agree: A report will be submitted to advise that a 
centralised invoice team would be beneficial to ensure 
consistency and accuracy.  If centralisation is not agreed, 
a best practice document will be produced with regards 
to raising invoices. This will be published on Iris, but in 
addition will be mandatory  to read through netconsent 
for those identified as raising invoices through the Capita 
system. In addition audit need to consider auditing the 
individual service areas to establish that they are 
following the best practice guidance.

NEW RECOMMENDATION MADE IN 2017/18

Management Response

IMPLEMENTATION STATUS OF RECOMMENDATIONS MADE IN 2016/17 PROVIDED BY THE RECOVERY & CONTROL TEAM LEADER (R&CTL)

Implementation Status 2017/18

Delayed: Current project in hand to centralise invoice production. The R&CTL felt it would be more appropriate 
to update once new process agreed. If done now potential for it to be incorrect and would waste time being 
done twice.

Delayed: Current project in hand to centralise invoice production. The R& CTL felt it would be more appropriate 
to update once new process agreed. If done now potential for it to be incorrect and would waste time being 
done twice.

Delayed: The Income & Assessment Manager has been seconded to work on projects, one being the centralised 
debt proposal. Work shops have commenced to capture the relevant information.

Agree - procedures will be put in place. In terms of analysing, this will be done and additionally customers will be 
contacted to change payment behaviour to avoid continued suspense issues. In addition, with the introduction of the 
Civica upgrade, there will be an new option to apply rules whereby Civica will automatically post payments to correct 
accounts where they have previously continually gone to suspense.

Audit Management Action Plan 
Debtors 2017/18 - Report Ref 19/17 
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4

Loss of income to the council at a time 
of severe financial pressure(s).

In order to improve collection performance, failure by 
teams or services to comply with the requirements 
specified in updated guidance should be reported to the 
Head of  Customer Services for subsequent follow up with 
the Head of Service. 

3

Agree: A process will be put in place to report non-
compliance to the relevant Head of Service

5

Unclear / inadequate purpose and role 
of the external agency used by the 
Council to collect outstanding invoices.

The value, purpose and role of using an external agency as 
an extension of the existing collection methodology 
(letters / phone calls) already used by the Council should 
be reviewed to see whether there are alternative 
strategies or methods to collect outstanding debts.

2

Not Applicable: Bristow & Sutor act as an extension of our 
existing collection methods, it is a  free service to both 
RBC and the debtor. They are only able to pursue via 
phone/letter as they have no legal power to take furter 
action. They collect in full 30% of what we submit to 
them, these are cases we have exhausted all routes within 
the income and recovery team and have been unable to 
collect ourselves.                                                                 
See following note regarding alternative 
strategies/methods.

6

The purpose and role of Legal Services 
in recovery action of certain invoices is 
unclear given (their) other priorities.

It is further suggested that the role and work undertaken 
by Legal Services in the recovery of unpaid items is 
reviewed and re-evaluated to ensure it remains 
appropriate and fit for purpose. Once it is clear what is 
agreed it is recommended that this is defined in an SLA 
between Legal Services and Income & Assessment. 2

Agree: We aim to increase the volume of cases submitted 
to legal services. A pro-forma exists in order to refer 
cases to legal, however services need to keep clear and 
accurate evidence, in order for legal to progress.  In 
collabaration with legal we will create a best practice 
guide to advise what level of evidence/documenation is 
required to be kept in order to take legal proceedings, 
this will also be published on Iris.  A recovery flowchart 
will also be produced and added to the corporate debt 
policy.

7

Non-compliance with Corporate Debt 
Policy/Financial Regulations (8.1.5) re 
authorisation of write offs

In line with Financial Regulations there should be an audit 
trail to confirm that either the Director of a Head of 
Service had agreed each write off request. This should be 
clarified and reflected on the write off form template 
itself.

2

Agree: All future write offs will be submitted to the 
service areas for their Head of Service to sign and return. 
We will however review with finance whether levels of 
delegation based on value of debt can be applied. If this is 
agreed, the values of delegation will be added to the 
current write off form. 

8

Backing information showing the 
reasons and approval of write offs 
needs to be clearly retained to provide 
an audit trail.

Completed and authorised write off forms should be held 
and retained on information@work for each written off 
invoice. 3

Agree: All write off forms are now scanned and held on 
I@work, this process is in place.

9

Unless services and managers are 
aware and understand the 
consequences of an unpaid invoice 
being written off there is a risk 
invoices might not be raised, 
monitored and recovered with the 
appropriate focus and commitment.

The updated procedure guidance (see R1 above) and write 
off form should clearly remind service areas / Heads of 
Service that by agreeing to the write off they understand 
and agree that the  relevant amount will be debited from 
their cost centre(s).

3

Agree: Procedures can be updated and a statement will be 
added to the current write off form.

10

The value and purpose of the monthly 
Aged Debt report(s) may be reduced if 
not targeted at the appropriate 
recipients. 

It is recommended that the current distribution list(s) for 
receiving the aged debt reports as well as the summary 
report should be checked to ensure the parties remain the 
appropriate recipients. 3

Agree: All future aged debt reports will also be issued to 
Heads of Services and  we will discuss with finance the 
possibility of them being discussed at budget review 
meetings. We will also work on providing annual 
collection data as well as monthly summaries.

In place if arises, however generally an email from SW to service manager will result in a response.

N/A

Delayed: The R&CTL to book meeting with RH to agree what minimum documentation required to progress a 
case through legal route. Once agreed will disseminate to all relevant staff. This may form part of the invoice 
centralisation, i.e. what basic documentation will be required to raise an invoice to ensure should the invoice 
not be paid, we have sufficient supporting evidence to pursue a legal case.

R&CTL is no longer approving write offs, the team have the write off forms ready for sign off by head of service, 
but are grouping them before sending to avoids Heads of service being sent them adhoc, batches are being sent 
monthly to heads of service.

Now in place  

Delayed: Write off form in hand and audit suggested amendments to be added.

Delayed: It has been agreed that aged debt will be discussed at service steering groups but we need to agree on 
what data will be presented and in what format. Have met with Adrian Godden and Emma Hannington and in 
process of creating a report based on cost codes as some service areas confused by current corporate debt 
format.
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NB: Your management response is your commitment to treat the risk identified as part of the review. The standard response time to draft recommendations is 15 working days; any failure to meet
this target could be reported to the Audit & Governance Committee. 

The management response to recommendations will be reported to both CMT & The Audit & Governance Committee as part of our quarterly monitoring arrangements. Audit recommendations and
agreed actions will be followed up during the year, where deemed appropriate by the Audit Management Team. All outstanding recommendations will also be reported through CMT as part of the
Council's monthly performance monitoring.
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Internal Audit Report 
Accounts Payable 

Page 1 of 12 

To: 

Jackie Yates Director of Resources 
Matt Davies Finance Director 
Christopher Beauchamp Accounts Payable Manager 
Jean Stevenson Chief Accountant 

From: Anthony Kearns, Principal Auditor Limited Assurance 

Date: 05/04/2019 

Ref: 27/18 

1 Purpose and Scope of Review 

1.1 Our audit in 2016/2017 identified inefficient processes and highlighted that 
the accounts payable function was incurring an unnecessary level of 
administrative delay, by not managing its supplier database and that 
corporate priorities such as purchase to pay were not being complied with. 
Although these control deficiencies still applied in 2017/2018, an action plan 
was put in the place to both address audit concerns and improve business 
processes.  

1.2 The primary purpose of this review was to review progress on implementing 
previous audit recommendations, which had been made and repeated in 
previous audit reports over the past couple of financial years. 

1.3 In addition the audit reviewed the controls for Accounts Payable, to ensure: 

• Amendments to supplier details are appropriately authorised and inactive
suppliers are periodically removed.

• Payments are correctly coded, made promptly, in full and only in respect of
authorised invoices.

• Orders for goods and services are placed in advance and appropriately
authorised.

• System and data access is secure for standing data on bank accounts and
for invoices and invoice processing.

2 Main Conclusions 

2.1 The audit acknowledges that work has taken place to address the 
recommendations arising from the previous audit report.  The action plan 
outlined from the previous audit report was ambitious and we accept that the 
implementation of recommendations was never going to be immediate.  

2.2 The evaluation of the audit action plan established that four high priority 
recommendations were still outstanding, despite progress having been made 
against a large number. However we are unable to offer a more positive 
opinion until these remaining recommendations are addressed.  
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2.3 The outstanding actions cover: 
 
• The need for business processes to be mapped and a  procedure manual to 

be put in place providing direction to all users (although job descriptions 
and a measure of staff training have been completed). 

• The supplier portal is still not fully functional, however once implemented 
in full it should address issues around data input.  

• Supplier set up not yet subject to a comprehensive accreditation process 
(although the database has been cleansed). 

• The need to achieve substantial compliance with the Council’s Purchase to 
Pay policy within the user community. 

 
2.4 The audit was not able to comment on purchase ordering in any detail as the 

purchase order reports were not available due to technical issues with Oracle 
Fusion at the time of the audit.  This means that Purchase to Pay (P2P), PO 
creation and processing, as well as and open POs and receipting could not be 
tested at the time of our review. However, corporately it was being reported 
that approximately 30% - 35% of orders are still being raised after receipt of 
the invoice and this has not been addressed through the business process. This 
is replicated when it comes to the prompt receipting of goods received that 
impose delays on processing payments. This impacts the accuracy of 
management financial information in respect of budgeting and accounting for 
expenditure in a timely fashion.  

 
2.4 There were no fraud or irregularities discovered in the testing that was 

focussed on the processing and payment of invoices and supplier details and 
set up. 

 
2.5 A review of payments did not reveal any areas of significance with all non 

BACS payments evidenced and BACs processes operating as expected.  The 
lack of formal process and procedure in the area of manual payments (cheque 
and CHAPS) is a control weakness as substantial amounts of money are 
transferred via electronic payments mechanisms such as CHAPS.  There were 
no issues with duplicate payments although in two cases reviewed payments 
for the same amounts for different months were made on the same invoice on 
the same date.   

 
2.6 Credit memos were examined and an issue identified with broken links to 

supporting scanned documents that meant the audit trail for the transaction 
was obscured.  There was a further issue in the number of memos issued in 
respect of some companies which may suggest issues around the original 
procurement terms.  

 
2.7 Examination of invoice processing did not reveal any issues around the times 

or dates of invoice processing (PO creation was not examined).  There was no 
evidence found to identify the deliberate postdating of invoices for payment. 
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2.8 There were indications of processing backlogs when testing the numbers of 
transactions that dated from before the audit commenced.  These referred 
both to the invoice creation date on the system and the actual date used by 
the supplier on the invoice.  

 
2.9 Analysis of the days between the invoice date and the payment date showed 

that around 93% of invoice transactions were processed for within 30 days 
which left around 7% (4,100 transactions) being later or in some cases 
significantly later than 30 days (used as an average test period for terms of 
payment). 

 
2.10 Suppliers were examined and there was a definite improvement since the 

previous audit both in the reduction and lack of duplication of sites. The 
portal that allows automatic matching still has an issue with processing the 
old style purchase order numbers and is not yet fully functional. There were 
also issues with the time taken to physically scan and upload the invoice 
details for social care invoices in batches for which a solution is pending but 
not yet in place. 

 
2.11 It was noted that the supplier set up process reflected a necessary separation 

of duties but that the person setting up the suppliers is a consultant and not a 
council employee. 
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3. Summary of Findings 
 
3.1 Outstanding Issues from the Previous Audit Report 
 
 Below are issues that remained outstanding on the current audit tracker (see 

management action plan appendix). 
 
3.1.1 Recommendation 7 - Open Purchase Orders:  It was not possible to review the 

state of open POs due to issues with the Oracle Financials software that 
prevented the relevant reports being able to run.  At the time of our review 
(Nov 2018 – Feb 2019) anecdotal evidence suggested that this issue had yet to 
be resolved.  However steps were being taken to automatically delete all 
purchase orders over 18 months old during the close down of the 2018/2019 
accounts and service managers will be sent schedules of those less than 18 
months old to review.  

  
3.1.2 Recommendation 8 and 9 - The need for documented business processes and 

operational procedures: A full operating manual has yet to be produced for 
the system detailing the processes and procedures for the AP system. Key to 
this will be defining the operational responsibilities between the AP team and 
the other users in the council. In addition whilst some processes have been 
fully documented the actual procedural manual is still some way off from 
completion. 

 
3.1.3 Recommendation 10 - Identify the strategic contribution of AP to the 

authority: The secure electronic portal will enable purchase orders to be 
placed with suppliers and their invoices to be matched without paper being 
involved. It is expected that that this should bring greater clarity to what is 
being ordered and go some way to tackling data input issues as well as 
inefficiencies in invoicing and receipting. There were 2 phases to the project. 
Phase 1 was the roll out to existing suppliers and phase 2 covered the roll out 
to new suppliers. The issue with the Oracle Fusion and open purchase order 
reporting has meant that progress has stalled in this area until very recently.  

 
 
3.2 Current Audit Background 
 
3.2.1 For context, the period covered for this audit covered transactions processed 

during 1/4/18 to 28/11/18. The total transactions in the period examined was 
58,649. 

 
3.2.2 Due to issues with the Oracle Fusion software it was not possible to get the 

Purchase Order (PO) reports to analyse data on Oracle Fusion between Nov 
2018 and Feb 2019 (the period of our audit). Therefore it was not possible to 
specifically review PO activity such as open POs and comments on POs which 
are confined to data present in Fusion reports on invoices and Goods Received 
Notes (GRNs) where PO information was held. 
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3.3 Procedures 
 
3.3.1 As explained above a full operating manual has yet to be produced for the 

system detailing the processes and procedures for the AP system. Whilst some 
processes have been fully documented the actual procedural manual is still 
some way off from completion. 

 
3.4 Payment type 
 
3.4.1 The three negative values for the period under review, were all credit notes 

to the total value of £152,248.18 and were reviewed and found to be 
evidenced. 

 
3.4.2 There were nine manual payments made and these were electronic transfers 

with a total value of £10,456,518.54.  These were reviewed and found to be 
evidenced. 

 
3.4.3 There were five payments made by cheque to a total value of £14,463.05. 

These were reviewed and found to be evidenced.   Four of the payments 
(value £13,288) were made to Great Western Railway in respect of season 
tickets. 

 
3.5 Payment Amount 
 
3.5.1 Fewer than 5% (2,318) of invoices were for a value below £100, 39 of these 

invoices were for less than £5. The bulk of transactions 31,671 (54%) fell 
between £1,000 and £50,000.  No statistical indicators were found that 
highlighted issues with outlier data. 

 
3.6 Duplicate payments  
 
3.6.1 The testing for duplicate payments did not identify any significant issues, with 

only minor anomalies reported, as follows: 
 

• Twelve transactions were identified for further investigation but it turned 
out that the majority of them were void payments (see 3.7 below for 
further detail). 

• Two cases involved identical numbered monthly payments made against a 
specific invoice (not always best practice for identifying which payment 
was made when). 

 
3.7 Voided Payments 
 
3.7.1 Voided payments are due to BACS failure because supplier payment details 

have been changed or no longer exist at the time of funds transfer causing the 
funds to be rejected.  We identified a total of 12 voided payments, but on 
further investigation no issues were identified with these payments.  
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3.8 Invoice Values 
 
3.8.1 Tests for fraudulent activity were carried out on invoice values (see table 

below ) and no issues were found. 
 
3.8.2 The negative value records 1,354 (2.3% of all transactions) were credit memos 

where invoices to suppliers were adjusted to reflect changes in what had been 
ordered.  

 
Net Value 237,401,898.61 

 
Absolute Value 244,006,373.83 

No of Records 58,649 
 

# of Zero Items 1 
Positive Value 240,704,136.22 

 
Negative Value -3,302,237.61 

No of Positive 
Records 

57,294 

 

No of Negative Records 1,354 

No of Data Errors 0 
 

No of Valid Values 58,649 
Average Value 4,047.84 

 
Minimum Value -266,036.03 

Maximum Value 7,293,320.00 
 

Record  of Min 1,586 
Record  of Max 6,406 

       
 

3.9 Credit Memos 
 
3.9.1 There were 1354 transactions that were credit memos and these could be 

divided into two types one where there is a PO on the system and one where 
the PO is either not on the system or there is no PO number.  Just over half 
(51%) of credit notes are without an AP PO reference number. There was also 
no narrative explanation on a total of 581 of 1354 (43%) entry lines. 

 
3.9.2 Where there is a PO there is one major supplier responsible for 27% of credit 

notes. There was also no narrative explanation on 345 (53%) of 655 lines 
where there was an identifying PO number.  Testing did not reveal any issues 
and there was a full audit trail for the transactions examined. 

 
3.9.3 Where there was no PO in many instances there was no narrative on the AP 

system to explain the credit transaction, most of these were social care 
invoices which are processed differently to ordinary PO transactions.  There 
were 236 of 699 memos (34%) where there was no identifying PO number. On 
examination in a number of those cases reviewed the url link to the 
originating document did not work. This was explained as an ongoing issue 
with Oracle where a previous link to the scanned document was broken and 
could not currently be replicated.  

 
3.10 Invoice Processing 
 
3.10.1 The reporting data supplied to the audit indicated three dates; Invoice 

Creation Date(the date the invoice was set up on the system for payment); 
Invoice Date (the date on the invoice supplied); and Payment Date (the date 
payment was made in respect of that invoice).  Processing statistics were as 
follows: 

 
 Payment Date Invoice Date Invoice Creation Date 
Earliest Date 03/04/2018 05/06/2008 01/04/2015 
Latest Date 28/11/2018 01/12/2018 28/11/2018 
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3.10.2 The latest invoice date indicates that there were 453 invoices processed 

slightly before the date on the invoice (1/12/18) which may be due to the 
processing date used for the period the company were invoicing for.  There 
were no other dates used which would indicate postdating of invoices. 

 
3.10.3 Earliest dated for invoices and invoice creation dates indicated that there 

may be a significant amount of invoices still in the system a substantial time 
beyond what could be called reasonable in terms of processing. 

 
3.10.4 Time of earliest invoices processed was 05:39 and latest 19:09. No significant 

issues found. 
 
3.10.5 There were 112 invoices processed with a Saturday creation date and none 

with a Sunday or Bank Holiday date. 
 
3.11 Invoice Creation Dates 
 
3.11.1 The  table below shows days between invoice creation and payment date:  
 

Interval Days No of 
Records 

% Records Debits (£) % Debits 

0 0 0 0 0 
5 45 5.17 6,754,132 5.09 

30 456 52.41 68,209,311 51.45 
90 158 18.16 24,566,400 18.53 

360 156 17.93 24,496,087 18.48 
720 49 5.63 7,618,979 5.75 

1080 5 0.57 770,633 0.58 
1080+ 1 0.11 166,923 0.13 

ERR 0 0.00 0 0.00 
Totals 870 100.00 132,582,465 100.00 

 
3.11.1 The earliest invoice creation date was 01/04/2015 and there were 870 such 

dates before 3/4/2018 the first payment date at period where covered by the 
audit.   

 
3.11.2 The table below shows the breakdown by date interval and shows that 57% of 

invoices were within 30 days of payment (the main terms for payment) so 
could be directly waiting to be processed for payment.  

 
3.11.3 Beyond that there were a number of invoices that were created three years in 

the past.  A significant number of these are credit memos (148) created 
against an historical invoice (see credit memos).   
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3.12 Invoice Dates 
 
3.12.1 The table below shows the breakdown by invoice date (date used on the 

original invoice). 
 

Interval Days No of 
Records 

% Records Debits (£) % Debits 

0 0 0 0 0 
5 1,253 14.85 190,371,605 14.82 

30 3,985 47.22 599,786,791 46.69 
90 1,686 19.98 257,472,399 20.04 

360 1,116 13.22 174,255,279 13.56 
720 283 3.35 44,631,898 3.47 

1080 54 0.64 8,434,554 0.66 
1080+ 62 0.73 9,733,570 0.76 

ERR 0 0.00 0 0.00 
Totals 8,439 100.00 1,284,686,096 100.00 

 
3.12.2 There were 8,439 invoice transactions that were dated before 3/4/18 

representing 14% of all invoices. There were 325 credit memos included in 
those totals. 

 
3.12.3 There were 62% (5238) invoices that were 30 days or less behind in processing.  

There were also 1,116 transactions (13%) that were a year old and nearly 5% 
of transactions were processed with dates over three years old and up to ten 
years being the oldest dated invoice. 

 
3.12.4 Issues with open purchase ordering prevented any analysis of dates of PO 

creation to dates of invoice reception.  
 
3.13 Payment Processing 
 
3.13.1 Further analysis of the days between the data on the invoice and the date 

when payment are contained in the table below: 
  
 
   
  
 
 
 
 
  
 
 
 
 
 

The majority of invoices (70%) are processed within 30 days. The invoices 
where the days are up to 30 days in credit occur where RSG rental payments 
have been made in respect of properties used for homelessness by RBC. 

 
 

Days From Days To No of Recs % of total recs 

Above -1800  16 0.03 

-1800 -1800 55 0.09 

-1080 -720 81 0.14 

-720 -360 387 0.66 

-360 -90 2,959 5.05 

-90 -30 9,819 16.74 

-30 0 40,867 69.68 

0 30 4,465 7.61 

Total  58,649 100 
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3.13.2 The next table has the breakdown of days between the date of invoice 
creation (when the invoice went on to the system) and the date of payment. 

  
 
  

 
 
 
 
  
 
 
 
 
 

Almost all invoices are processed within thirty days (98%) but this is helped by 
the social care invoices being paid on the day or next day after they are 
created.  

 
3.13.3 The final table shows the difference between the invoice date and the invoice 

creation date on the system. 
 
 
 
 
 
 
 
 
 
 
 

 

 

3.13.4 There are significant gaps at the top of the table indicating a minority of 
invoices that have been in the system for a considerable amount of time. The 
majority of invoices are as expected (72%) are within 30 days.  There were 
two areas where there the creation date was significantly after the invoice 
data and these were in respect of rental payments (see comment in invoice 
date 13.1) and a series of Education grant payments to schools which were 
invoice created for April but invoice dated for the following August (they were 
in effect manually created entries by RBC to allow the monies to go to the 
schools so there were no issues around processing dates). 
 

3.14 Purchase Orders (POs) 
 
3.14.1 There are problems in this area for the audit as it was not possible to run 

reports on Oracle Fusion in respect of open POs.  Cannot get feel for POs not 
used in AP outside of social services therefore cannot give assurance for POs 
in respect of trends and potentially identifying unusual transactions for 
further investigation. 

Days From Days To No of Recs % of total recs 

-1268 -1080 1 0 

-1080 -720 5 0.01 

-720 -360 87 0.15 

-360 -90 559 0.95 

-90 -30 568 0.97 

-30 0 33,012 56.29 

0 1 24,417 41.63 

  58,649 100 

Days From Days To No of Recs % of total recs 

-3728 -1080 69 0.11 

-1080 -720 70 0.12 

-720 -360 275 0.47 

-360 -90 2,567 4.38 

-90 -30 8,296 14.15 

-30 -5 26,701 45.53 

-5 0 15,425 26.3 

0 5 4,473 7.63 

5 30 540 0.92 

30 300 233 0.39 

  58,649 100 App
en

dix
 2



 

Page 10 of 12 
 

3.14.2 Number of POs associated with transactions 10,762. Transactions with PO 
number 22,472 (38%). Transactions without PO number 36,177 (62%).  In part 
the numbers without POs reflect existing practice in respect of social services 
which in the main do not use the AP system for raising POs in respect of 
services provided to clients and instead use the MOSAIC system and only pay 
the subsequent invoices in Fusion after they have been authorised by social 
services. 

 
3.14.3 Purchase to Pay (P2P) was not able to be evaluated due to the issues with the 

PO reporting.  The auditor was informed that outstanding POs had declined 
and that systemic issues with facilities management resulting from them 
having their own system producing POs for work were being addressed.     

 
3.15 Suppliers 
 
3.15.1 There were a total of 4,547 in the AP report file. 
 
3.15.2 In the file suppliers with identifying PO numbers 2,143 (47%) and suppliers 

without identifying PO numbers 2,404 (53%). 
 
3.15.3 The majority of suppliers without PO numbers are those that were imported 

from Mosaic in respect of social service supplier payments (see also PO 
section). 

 
3.15.4 There were no obvious duplication of suppliers or supplier sites and the 

database shows an improvement in organisation from the previous audit. 
 
3.16 Supplier Set Up 
 
3.16.1 Although no issues found as a result of random test of supplier details, we did 

note that suppliers are set up by a consultant (not an employee) and double 
checked by other AP staff at the point of first payment.  The future 
expectation is that a portal would allow suppliers to accredit with their own 
details subject to overview by the procurement team.  

3.16.2 Currently there is no formal link with procurement to correctly identify and 
accredit suppliers for goods and services that they will be procuring. 

 
3.17 Supplier Portal 
 
3.17.1 Approximately half of invoices processed through automatic matching.  There 

is an issue with older open PO numbers (@50% invoices) as they have an S 
designation which gets confused with PO numbers beginning with  5 which 
causes an invalid match and rejection of the order. 

 
3.17.2 Current system for social care invoices is a laborious time consuming process 

where  invoices arrive to the AP team and then printed off and processed 
(from email) then certified for payment. For social care the current system is 
approval through PBS team and scanned and printed off and processed onto 
Fusion with each voucher number manually written on by AP team then 
validated back through Mosaic and scanned  Docs on line through Info@work 
with link in Mosaic (link failed). 
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3.17.3 New proposal that scanned as pdf with Mosaic number already on with 
reference number on and voucher can be assigned in batches with url link 
back to stored pdf on drive. 

 
3.18 Supplier by Invoice 
 
3.18.1 Summary table of number of invoices and value: 
 

Invoices per 
supplier 

% by total 
invoices  

% by value of 
invoice 

1 39 2.75 
2 10.75 1.6 

3-10 27.6 17.85 
10-100 20.75 63.7 
100+ 1.9 14.1 

 100 100 
 
3.18.2 Suppliers with just one invoice totalled 39% of all invoices processed and this 

rises to nearly 50% of all suppliers had just one or two invoices associated for 
the period examined highlighting the high number of “one off suppliers” 
(4,547 suppliers identified). 

 
3.19 Digital Sequencing 
 
3.19.1 The sequence of payment numbers was examined to establish the integrity by 

ensuring no gaps were found.  It was noted that there were three gaps that 
corresponded to the three types of payment (see 3.4 payment types) but each 
payment type did not have any gap. The sequence of GRN numbers was 
examined to establish the integrity by ensuring no gaps were found.  There 
were three gaps but the reason for these gaps could not be established 
because of the issues with PO reporting (could not be linked to PO numbers).  
The most likely explanation was that the goods receipt and been voided due a 
receipting error and this explanation was accepted and any impact would be 
minor.  

 
3.20 Goods Received Notes (GRN) 
 
3.20.1 Total goods received notes 23,421 with total GRN matched to purchase orders 

in the time period of the PO 20,934 (89%).  Individual GRN numbers matched 
19,738 of 58,649 (34%) allowing for more than one GRN for PO number.  The 
number of PO that matched GRNs was 9,114 of 22,472 (41%). These figures 
reflect that social care purchase payments are made via invoice from social 
care and not purchase order. This would suggest an improvement on previous 
performance in this area. 

  
3.21 System Access 
 
3.21.1 System accesses for staff were reviewed and no issues were found. 
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Appendix A - Report Distribution 
 

Staff Interviewed 
 

• Christopher Beauchamp  Accounts Payable  Manager 
 

Final Report Distribution 
 

• Jackie Yates Director of Resources 
• Matt Davis Finance Director 
• Christopher Beauchamp  Accounts Payable  Manager 
• Jean Stevenson Chief Accountant 

 
 
 

 

Auditor Contact Details 
 

• Anthony Kearns, Principal Auditor   (0118) 937 2692   
 -   

• Paul Harrington. Chief Auditor   -  (0118) 937 2695 
 
 
 
 

For further details on our assurance opinions please click this link  
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Ref Risk Recommendation Priority Management Response Responsible Officer(s) Target Date

1

Risks identified from previous audit have not
been addressed

Sign off and complete recommendations from
previous audit report concerning ensuring
Supplier database reflects best procurement
policy.

Priority 1

A need for a dedicated resource for control over supplier set up
requests and managing the supplier database has been
identified. A job role is currently being defined and that person,
when recruited, will be in the Procurement Team (not AP) with
the responsibi;ity for accrediting suppliers and will replace the
current arrangement identified in the audit. It is anticipated
that this will be to be operational by 01/05/19.  

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

01/05/2019

2

Significant impact on accuracy of financial
information. Potential cover for fraud or
abuse. 

Issues around the supplier portal need to be
resolved and the audit trail to supporting
documentation reinstated .

Priority 2

Issues around the Supplier Portal and audit/documentions to be
address before its roll out to suppliers, the rollout of the
supplier portal - 01/06/19

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager 01/06/2019

3

reas highlighted may allow fraud or abuse to
take place or indicate that users are not
properly following training instructions.

Consideration should be given to bringing the
supplier set up function in house and subject
to documented processes. Priority 3

Supplier set up in future will be conducted through the supplier
portal. The supplier will be responsible adding and checking
there own details like bank accounts number shifting the risk
from the coucil to the supplier 

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

01/05/2019

Audit Management Action Plan 
AP Creditors 27/18 
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Ref Risk Recommendation Priority Management Response Responsible Officer(s) Target Date

1

Risks identified from previous audit have not
been addressed

Sign off and complete recommendations from
previous audit report concerning closing Open
Purchase Orders. Formulate an action plan
to address corporately the larger number of
open purchase orders with a view to closing as
many as possible.

Priority 2

Since my arrival with the organisation there was until February
2019 a technical problem within Fusion preventing Accounts
Payable from obtaining the open purchase order information. I
have therefore been unable to carry out a review of the open
purchase orders.

The open purchase order report information has now become
available and currently our system team is closing down open
purchaser order that are older than 18 months old and haven’t
been used for 6 months this process is ongoing at the time of
writing this.

Once this process has been completed AP will conducting its own
review of purchase order and close down of purchase orders to
be completed by the 31/05/2019.

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

31/05/2019

2

Risks identified from previous audit have not
been addressed

Sign off and complete recommendations from
previous audit report concerning Creating a
procedure manual. Operational issues
identified should be addressed in new
procedure manual to avoid reoccurrence. Priority 2

Creation of Accounts Payable Procedure Manual should be
completed by the 31/05/19.

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

31/03/2019

3

Risks identified from previous audit have not
been addressed

Sign off and complete recommendations from
previous audit report concerning Creating
documented business processes.
Documented processes for all areas of
operation linked to clearly defined roles and
responsibilities for members of staff. This
would include identifying the business
interfaces and expectations around
processing, time taken volumes of business
for areas like Mosaic payments or expenditure
limits on cost centre codes etc.

Priority 2

To be completed by 30/06/19 Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

30/06/2019

OUTSTANDING RECOMMENDATIONS FROM PREVIOUS AUDIT REPORTS

App
en

dix
 2



Ref Risk Recommendation Priority Management Response Responsible Officer(s) Target Date

4

Risks identified from previous audit have not
been addressed

Sign off and complete recommendations from
previous audit report concerning
Demonstrating strategic contribution of AP
through use of electronic portal. Need to
clearly identify the strategic contribution of
AP to the authority and what is required to
make AP business process(es) effective for
efficient use of AP for the council. Priority 2

The impact of not having the open purchase order information
has been to prevent supplier portal implementation. When the
supplier has access to the supplier portal the supplier will be
able to see all the purchase orders available to them and can
raise an invoice for that purchase order therefore we must
conduct a PO review on that supplier account before there are
invited to use the supplier portal. Potential if a purchase
order has been raised in error on the account the supplier could
invoice RBC for that purchase order lending to the council
making incorrect payment to suppliers.
Supplier portal will be rolled out for new supplier from the
01/06/2019 and will fully rolled out to all existing suppliers
during 01/08/2019. 

Matt Davis - Head of
Finance/ Christopher
Beauchamp - Accounts
Payable Manager

01/06/19 & 01/08/19
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To: 

Clifford Clynch, Senior Financial Support Officer 
Stephen Saunders, Principal Personal Budget Support 
Officer 
Jayne Rigg, Commissioning and Social Care Manager 
Seona Douglas, Director of Adult and Health Care 
Services  

Limited 
Assurance 

From: Kathleen Gibbons, Internal Auditor 

Date: 02/04/2019 

Ref:  19/28 

1 Purpose and Scope of Review 

1.1 The objective of this audit review was to provide independent assurance on 
action being taken for the processing and monitoring of Direct Payments 
following the original audit review in 2017/18. The audit review was not 
intended to be a complete re-audit of the department and functions and 
therefore our procedures were less in scope than would be performed in a full 
internal audit review. Essentially this follow up sought to evaluate what progress 
has been made since the last review in November 2017 and that the 
recommendations have been successfully implemented according to the action 
plans agreed with Internal Audit.  

2 Conclusion 

2.1 Following the original audit review a total of 9 recommendations were made. 
The follow up assessment and testing of records since then indicates that some 
positive work has been undertaken to address the recommendations and it is the 
assessment of this follow up that of the 9 original recommendations action has 
been taken to either partially or fully implement 8 of these.  

2.2 However despite this and work done by the team and others to address the risks, 
weaknesses and issues, one of the key findings of this follow up review is that 
although the take up of direct payments (and pre-paid cards) did initially 
improve, that this positive trajectory remains uncertain and that, despite these 
early successes, there are currently significant backlogs for the assessment of 
returns. This is important because in the event of a fraud happening, the 
likelihood of it being detected early (and so not being repeated) is reduced. 
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Given this and the relatively recent instance of a known fraud occurring, it is 
only possible to provide a Limited Assurance opinion. 
 

2.3 The table below represents our assessment of the implementation status of the 
previous audit recommendations in November 2017. These have been 
summarised below with the corresponding priority rating and an opinion as to 
whether each recommendation has been implemented in full, partially 
implemented or not implemented. 

 

Ref  
Summary of November 2017 

Recommendation 
Priority Status 

1 Review of documentation and guidance 2 
Implemented / Evidenced          

(See R1) 

2 
Approval of documentation, date of 
documentation and plan of annual review 

3 
Partially Implemented / 

Evidenced (See R1) 

3 
Review strategy to increase uptake of Direct 
Payments and report and Monitor progress 

2 
Partially implemented / 

Evidenced  (See R6 ) 

4 
Ensure agreements are signed, up to date, 

filed on Mosaic and correspond to 
spreadsheet. 

2 
Implemented / 

Evidenced 

5 

Review process of record keeping to ensure 
records are captured promptly and 
accurately to free up PSBT time for 

monitoring purposes 

1 
Partially Implemented / 

Evidenced (See R6 ) 

6 
Review strategy, resources and purpose of 
current checking programme and assessed 

for effectiveness of controls of expenditure 
1 

Implemented / 
Evidenced    (See R4/R5) 

7 
Demonstrate logic and reasons for 

determining the frequency of monitoring 
2 

Not implemented (See 
R4/R5) 

8 
Records relating to Risk Assessments are 

accurate and up to date 
3 

Implemented / 
Evidenced   (See R6) 

9 

Review strategy to deliver pre-paid cards so 
that these become understood and accepted 

as a norm. Identify needs across relevant 
areas in the directorate to further increase 
the take up of Direct Payments with targets 

in place. Explore removing the choice 
aspect and moving all (new) clients straight 
on to Pre-paid cards, as some other local 

authorities already do. 

1 
Partially implemented / 

Evidenced   

 
As part of the follow up process a further series of recommendations have been 
made, which pick up aspects also identified in some of the previous audit 
recommendations. For details see the Management Action Plan. 
 
The management response has been agreed by DACHS DMT on 01/04/2019. 
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Summary of findings 
 
Original report recommendations 1 and 2 – Review and approval of policies and 
procedures.  

2.4. Since the last audit the those policies and procedures published on the Council’s 
website and IRIS to assist in the explanation and promotion of Direct Payments 
have been reviewed and updated, although a number of documents still have not 
been dated or had evidence of having been reviewed.  

2.5 This was demonstrated in that some differences in requirements were found in 
the sets of published documentation. For example regarding Disclosure & Barring 
Service (DBS) checks, a document on the Council’s intranet (DBS Guidance) 
stated that “after making a job offer to a prospective Personal Assistant (PA), 
but before they start work, you should conduct a DBS Check on them.” However 
the guidance published on the Council’s website (Employ your own Personal 
Assistant) stated “It is Reading Borough Council policy that a DBS check is 
carried out on any person you wish to employ.” In addition it was also unclear 
from the documentation whether a DBS check is mandatory or if there are any 
occasions when exceptions should be taken into consideration. 

2.6 It was also found that there was conflicting requirements regarding the 
expectation of service users being required to send documentation to the 
Council to support Direct Payment expenditure. The Council’s intranet states 
correctly on the document ‘Managing a DP factsheet’ that financial returns must 
be sent to the Council every four months and must be supported by bank 
statements for the period together with all supporting evidence (invoices, 
receipts, timesheets, Payroll records etc.) which is in line with the new 
monitoring process. However The ‘Guide to Direct Payments’ factsheet 
published on the Council’s website required people to “send a financial return 
providing details of your Direct Payment spending, together with copies of your 
bank statements to the Personal Support Budget Team every three months”. 

 
2.7 It is understood that following the audit report in late 2017, the directorate DMT 

approved the recommendations and that the Direct Payment policies were then 
further updated in April 2018, although there’s no evidence on the final 
published procedures that these had been formally approved. 

 
2.8 It was also noted that the Personal Budget Support team’s (PBST) own internal 

process notes were last updated in 2013. With so many changes and new 
processes having been introduced since then these also need to be documented 
and reviewed annually in future to evaluate risks and controls around the Direct 
Payments process  

 
 See further recommendations R1, R2 and R8 
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 Original report recommendation 3 and 9 - Strategy to increase uptake of Direct 
Payments and pre-paid cards. 

2.9 A concerted effort was made by the PBST in 2017/2018 to increase the take up 
of pre-paid cards by writing to service users in order to promote the option as a 
better way to receive their direct payment(s) and this had an impact on take-up 
numbers. As a result the number of people receiving direct payments has 
increased by 18% with the number of people having a pre-paid card has risen 
from just 47 in 2017 to 150 in January 2019. However in the wider context of 
people who could use direct payments, the numbers remain disappointing. 

2.10 Since the last audit, progress on take up has stalled more recently, due mainly 
to a backlog of monitoring reviews, staff shortages and other initiatives within 
the team. Despite this it is recognised that awareness sessions were held with 
social workers and champions appointed to facilitate the promotion of direct 
payments for new users. The rate of take up monitoring performance has also 
commenced with a breakdown of each Direct Payment method and service users 
being monitored by the Principal Personal Budget Support Officer and being 
regularly reported to the Transformation Board.  

2.11 The service recognises that opportunities exist to further assist the team to 
monitor the effectiveness of the strategy to ensure sustained momentum around 
the promotion of direct payments (and pre-paid card) is improved by tracking 
the number of existing service users that have switched over to a pre-paid card 
as well as new direct payment service users adopting this method. Further 
engagement with social care colleagues is also seen as essential. 

 See further recommendation R3  

 Original report recommendation 4 – Agreements of Direct Payments with service 
users 

2.12  All Direct Payment service users’ records on Mosaic have now been investigated 
to ensure an up to date signed agreement is held on file in each case. If one is 
found not to be in place then this is captured on the DP master spreadsheet 
reviewed weekly by the Principal Financial Officer and an appropriate signed 
agreement sought. Audit sample testing found no issues of non-compliance in 
this respect. 

 Original report recommendations 5 and 8 – Review process of record keeping to 
ensure records are captured promptly and accurately to free up PSBT time for 
monitoring purposes 

2.13 The PBST team currently maintain the ‘DP master spreadsheet’ which holds 
relevant information pertaining to the Direct Payments service users. Since the 
last audit, the team have sensibly consolidated the spreadsheet from 41 columns 
to 24 columns, which now includes the status of an agreement in place as per 
recommendation 4 and columns capturing the dates when required 
documentation for monitoring reviews are received from those service users.   
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2.14 The team are also trialling a report facility from Mosaic to replace the DP master 
spreadsheet, although the nature and purpose of this proposed report has not 
been assessed in this follow up. 

2.15 A sample of 14 service users was examined to assess the accuracy of records. A 
range of exceptions and inconsistencies found between service user’s records 
and actions actually taken by the PBST team was noted including: 

• Inaccuracies on the DP master spreadsheet 
• An over payment of a gross direct payment amount to service user 
• Lack of follow up action of a service user who hadn’t paid their client 

contributions and who was noted in Mosaic as requiring in–depth monitoring 
• Invoices noted as having been evidenced in a monitoring review but with no 

copies being on file 
• Refunds being made to a family member of a deceased service user with no 

record of authorisation to do so or of a documented process for this 
• The existing process does not require the PBST to verify documented 

approval in place for the release of sums approved at panel for one off 
direct payments. 

See further recommendation R4  

Original report recommendation 6 - Review of checking programme for 
effectiveness  

2.16 A new Direct Payments monitoring procedure was launched by the PBST in April 
2018. Monitoring reviews are now completed on two different types of Direct 
Payment service users, pre-paid cards (known as PPC clients) service users and 
those service users who receive their Direct Payment into their own bank 
account (known as DPB clients). The monitoring of the two methods differ in 
that pre-paid card service users are not required to send documentation to the 
Council as the PBST team are able to download the bank statement data from  
Allpay, the card management company, and copy this into the monitoring sheet. 
Although this is a more efficient system for the PBST to be able to review 
expenditure, there is a risk that service users could change the details of a 
payee on line and for this not to be detected. This is important because 
somebody could amend the bank account details of an apparently legitimate 
payee with the result that incorrect or fraudulent payments could be made. 

 
 See further recommendations R4, R5 and R7 
 
2.17 The PBST programme of checking service users’ submitted claims is not up to 

date. According to the PBST’s records as at January 2019, out of the 93 service 
users receiving direct payments into their own bank account, 48 service users 
have not sent in any documentation following their last review or having started 
to receive their direct payment, nor have these been actively pursued as advised 
by the Senior Principal Officer. According to PBST records: 
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• 4% of service users’ returns were last reviewed in 2015 / 2016 
• 59% of service users’ returns were last reviewed in 2017 
• 21% of service users’ returns  were last reviewed in 2018, with 21 out of 52 

direct payments being reviewed after April 2018 when the list of service users 
was provided 

• 16% of users’ details did not have the date recorded when the last annual 
review was undertaken 

 
2.18 The PBST team’s strategy to work through the back log is to arrange a review 

meeting and monitor the last 6 months expenditure for all DPB clients. The aim 
of the team has been to complete 20 monitoring returns per week, along whilst 
completing 50 pre-paid card monitoring reviews per month. However it is 
evident that this strategy to address the backlog is not working. It is feasible 
that there could be opportunities to automate some processes of the monitoring 
of pre-paid cards which would allow officers more time to perform monitoring 
activities for Direct Payment bank account (DPB) service users’ expenditure, 
where there is a higher risk of misappropriation and the most number of 
monitoring reviews outstanding. 

 See further recommendation R6 
 

  Original report recommendation 7 - Risk matrix reporting 

2.19 The risk matrix that the PBST team had in place, based on the amount of the 
Direct Payment being received and previous issues identified provided no 
discernible benefits so is no longer in use. 

2.20 A total of 7 recommendations have been raised in respect of this review, of 
which 1 has been considered a high priority. The full detail of these 
recommendations and the corresponding management action plan are attached 
to this report as Appendix 1. 

 
  The quality assurance process has confirmed that this internal audit review was 
 conducted in conformance with the Public Sector Internal Audit Standards, a 
 copy of which can be found on the Internal Audit Team’s intranet page on Iris.  
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Appendix A - Report Distribution 
 

Staff Interviewed 
 

• Steven Fletcher, Commissioner, Contracts & Commissioning 
• Steve Saunders, Principal Personal Budget Officer 
• Cliff Clynch, Senior Personal Budget Officer 
• Debbie Hawkins, Business Support Manager 
• Kate Wigley, Transformation Project Manager 

Draft Report Distribution 
 

• Steve Saunders, Principal Personal Budget Officer 
• Cliff Clynch, Senior Personal Budget Officer 
• Jayne Rigg, Commissioning & Social Care Manager 
• Seona Douglas, Director of Adult and Health Care Services  

 
 

Final Report Distribution  
 

• Steven Fletcher, Commissioner, Contracts & Commissioning 
• Steve Saunders, Principal Personal Budget Officer 
• Cliff Clynch, Senior Personal Budget Officer 
• Jayne Rigg, Commissioning & Social Care Manager 
• Seona Douglas, Director of Adult and Health Care Services  
• Nick Penny, Strategic Business Partner  

Auditor Contact Details 
 

• Kathleen Gibbons, Internal Auditor  - (0118) 937 2369   
• Paul Harrington, Chief Auditor   -  (0118) 937 2695 

 

For further details on our assurance opinions please click this link  
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http://inside.reading.gov.uk/deployer/_cres-cex/audit/strategy%20documents/internal%20audit%20assurance%20opinions.pdf


Ref Risk Recommendation Priority Management Response
Responsible 
Officer(s)

Target Date

1

Publishing out of date information or misinforming our service users can
create confusion and unnecessary action taken where not required. With
the abundance of documentation published for Direct Payments it is
important that the information correctly corresponds and is reviewed
annually.

It is recommended that a register or summary record of all policies, procedures
and letter templates is introduced to ensure these remain up to date. This register
should also include confirmation that appropriate management approval has been
obtained and the date of the next annual review is recorded, with each document
updated accordingly to reflect this.

3

A register of all policies, procedures and 
templates will be created. All current 
documents will be reviewed, any 
inconsistencies amended then signed off. 
Annual review dates will be set in the 
register.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer 30/04/2019

2

Without appropriate vetting of people who work and support children,
there is a risk that they may not be properly safeguarded.

The Council is potentially vulnerable to reputational risks by not carrying
out  essential  safeguarding checks for children.

The service needs to have up to date assurance about the requirement(s) governing
a Personal Assistant being able to work in the same household as a child, and in
particular whether a DBS check should be undertaken in compliance with
legislation,  such as the Safeguarding Vulnerable Groups Act 2006. 2

Options paper will go to DACHS DMT for a
decision on DBS checks for Personal
Assistants who are paid from Direct
Payment funds.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer 30/04/2019

3

Without clear and accurate records it is not possible to demonstrate good
management control and compliance with agreed requirements with the
result that monies could be spent in an unauthorised or inappropriate way
and this might not be detected

In order to demonstrate and tighten controls over the use of public funds it is
recommended, to improve the monitoring of pre-paid cards, that a verified list of
suppliers and account numbers is used to be quickly checked, regularly updated
and used to substantiate service users' pre-paid card expenditure. 2

Accounts Payable to annually provide a
list of verified suppliers who we currently
commission with. A process will be
developed for adding verified regular
personal assistants where identified.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer 30/05/2019

4

Where regular monitoring of the use of direct payments is not undertaken,
there is a risk that payments may not be used in line with the terms of the
agreement or that exploitation of vulnerable service users may not be
identified.

In order to improve the monitoring of pre-paid cards it is recommended that the
PBST requests a monthly report from Allpay that provides a statement of all
services users' expenditure information (Supplier, account number, amount, date
of transaction), which can be used to quickly verify account numbers and suppliers
on the statement by way of a look up formulae in excel and for any exceptions to
be further investigated. 

2

Work with AllPay to get this regular
report & explore other reporting options
from the AllPay system.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer 31/08/2019

5

If regular and up to date monitoring of the use of direct payments is not
undertaken, there is a risk that payments may not be used in line with the
terms of the agreement etc and that fraud might not be detected in a
timely way.

To assist with the current back log of monitoring reviews, it is recommended that
alternative monitoring strategies are considered. For example DPB service users
could be split into different review periods, with those with the longest
outstanding reviews allocated to the first review periods with reminder letters
being sent 2 months prior to the review month so that the supporting documents
are received the month before, giving the PBST sufficient time to ensure the
required documents are received on time for the review to be carried out. The
PBST should establish a target by which the backlog of reviews should be cleared
within a certain date and then creating a set routine for the team and service users
in the future. It is also recommended that PBST performance is monitored by
senior management and included as part of the DMT's regular review of
performance management.

1

A plan will be created for tackling the
backlog of monitoring reviews. A review
of ongoing monitoring strategies and
barriers to effective monitoring will take
place, looking at what models work well
at other local authorities. Performance
information will be monitored by senior
management and periodically presented
to DMT.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer

30/04/2019

Audit Management Action Plan 
 Direct Payments - Follow up   
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6

Without clear and accurate records it is not possible to demonstrate good
management and compliance with agreed control requirements with the
result that monies could be spent in an unauthorised or inappropriate way
and this might not be detected.

Greater care should be taken by the PBST to ensure necessary receipts, records
and documents are sought to support service users' direct payment expenditure.

2

A review of guidance for Direct Payment
Monitoring will take place including
reviewing the guidance on consistency of
recording. 

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer

30/04/2019

7

Where there is a lack of segregation of duties there is an increased risk
that administrative errors may not be detected. Also without restrictions,
inappropriate or unauthorized transactions could take place.

Restrictions on the pre-paid card management site should be considered so that
the same officers cannot, when completing payments to recoup excess funds, add
a new (possibly fraudulent) payee or amend payee data on the site without
approval.

2

Authorisation process to be proposed and
shared with RBC Audit Team for their
view. Work with AllPay to establish the
agreed authorisation process within the
AllPay system.

Stephen Saunders, 
Principal Personal 
Budget Support 

Officer
30/06/2019

NB: Your management response is your commitment to treat the risk identified as part of the review. The standard response time to draft recommendations is 15 working days; any failure to meet this target could be reported to the Audit & Governance
Committee. 

The management response to recommendations will be reported to both CMT & The Audit & Governance Committee as part of our quarterly monitoring arrangements. Audit recommendations and agreed actions will be followed up during the year, where
deemed appropriate by the Audit Management Team.  All outstanding recommendations will also be reported through CMT as part of the Council's monthly performance monitoring.
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To: Jackie Yates  Director of Resources 
Andrew Withey (Acting) Head of Customer Care and   

Transformation 
John Barnfield       ICT Technology and Services Manager 
Chris Brooks          Head of Legal And Democratic  

Services 
Ricky Gill               Information Governance Officer 

 
Limited 

assurance 

   

From: Anthony Kearns, Principal Auditor  
Date: 5th April 2019     
Ref:  24/17 

 
 

1 Purpose and Scope of Review 
 
1.1 To establish that the Council is handling data in the way prescribed by the Data 

Protection Act and the GDPR legislation.  
 

1.2 The scope of the audit covered data held electronically by RBC based on 
information held on Information asset registers along with an overview of 
current practices for storing this data. The audit focused mainly on data stored 
outside of the main council IT systems, all of which operate in a structured 
manner. The remainder of storage is located via email and files on server drives 
that can be both structured and unstructured but lacks any overall oversight.  
 

2 Main Conclusions 
 

2.1 It is a business responsibility to own and manage data responsibly. In the 
absence of a defined information asset owner by default this will be the 
respective Head of Service, or where an interim is in place the Director. It is 
the responsibility of the SIRO to report risks on business data practices to the 
Board. There are data retention policies in place for all corporate data held in 
key council systems such as Mosaic and Oracle which is subject to review and 
archiving or deletion. However, there is a large amount of data held in an 
email retention programme called Mailmeter, on personal and corporate drives 
that is not subject to any review and is in a large part unstructured.  This latter 
data that RBC holds could be in breach of Data Processing and GDPR 
requirements as RBC does not know what it is storing with respect to personal 
data and may be failing in not removing data it no longer requires for 
processing, or failing to identify personal data that it holds and ensure that it is 
adequately protected.  
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2.2 RBC is not exercising sufficient corporate governance over data processing and 
storage issues as evidenced with the difficulties in obtaining an accurate 
system owners list and ensuring that those owners take responsibility for 
knowing what data they are storing outside of the main corporate systems like 
Fusion and Mosaic.  It must be emphasised that the problems RBC face are 
governance issues around how the business creates, processes, and stores data.  
The ICT issues arise from the current problems around failing to create and 
maintain structures to address these issues which have resulted over a 
considerable period of time in the creation of a large amount of unstructured 
data being stored in individual silos, often without any organisational oversight.  
The council has purchased the tools to reduce the amount of unstructured data 
but as yet are lacking permission to go ahead and index and then delete 
necessary data from email and files currently held. 
 

2.3 There is no strategic overview of data processing and the data requirements of 
the council. It is the responsibility of a SIRO (Senior Information Risk Officer) to 
report risks on business data practices to the Corporate Management Board as 
those risks can lead to financial penalties.  The current data storage outside of 
corporate systems is fragmentary, silo based and does not fall under defined 
Information Asset Ownership and is not subject to any review regarding 
retention and disposal. This makes it extremely difficult to search for , or 
establish if the authority  has data in respect of individuals, both for its own 
staff and its customers 
 

2.4 The scope for making savings under the current contract is limited as the 
storage capacity is pre bought under the terms of the existing ICT contract with 
Northgate. Savings will be achievable when Office 365 and Cloud solutions are 
implemented providing the current set up is not replicated.  Failure to change 
the existing storage arrangements may well cost RBC significantly more in 
storage space in the cloud for data it is not actively using. 
 

2.5 A large part of the storage space is given over to Pst files (files composed of 
emails, calendars etc from Microsoft outlook) and there has been anecdotal 
evidence that H drives also contain large numbers of emails that are stored by 
officers because they have no alternative means of accessing available to 
them.  This facility will not be available for Office 365 as .pst files will not 
operate with this software. 
 

2.6 RBC purchased Mailmeter as an email storage and retrieval programme but its 
full functionality has not been deployed within the organisation.  However it 
remains the only accessible historical record for many of the decisions in the 
council. Data is stored and can be searched within individual accounts and 
includes all emails sent to and from the account which may include data 
personal to the individual. Searches across the whole database by subject, 
name or similar is not possible making it much less effective in recovering 
corporate information.    
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2.7 Any transition to cloud and Office 365 will need decisions taken on retaining 
existing data which is mainly unstructured and in many cases of no use to the 
organisation either though being in “personal drives” or being stored for no 
apparent reason in corporate drives. The GDPR project, whilst producing the 
requirement for Information Asset Owners and revising data retention policy 
advice, were unable to insist on Services addressing their data retention policy 
issues or assigning information asset owners. This could be a problem for 
significant Cloud migration projects needed for Office 365 including Sharepoint 
storage. There is an opportunity with Office 365 to delete the unstructured 
data being stored in email format and repositioning the data stored as being up 
to date.  

2.8 The Information Commissioner is of the view that if the data is stored then it 
should be searchable and there is a possibility at some stage the ICO questions 
RBC whether personal data is being retained unnecessarily (ICO is already 
aware in part of Mailmeter issues).  Data protection legislation says that data 
held must be searchable and the retention of personal data must be 
proportionate.  The random and unstructured storage of date will make this 
task difficult, if not impossible, to identify what data should and shouldn’t be 
being stored and may lead to data being stored that shouldn’t be. 

 
2.9 It is acknowledged as part of this audit that the problem of unstructured data is 

not unique to Reading Borough Council and is common across both public and 
private sector.  However the existence of unstructured data greatly increases 
the risk that the authority could fall foul of the ICO in a way that could impact 
financially and to its reputation and cannot defend itself if a problem arises 
with the argument that others are in the same position. 

 
2.10 A total of 4 recommendations have been raised in respect of this review, of 

which 1 have been considered a high priority. The full detail of these 
recommendations and the corresponding management action plan are attached 
to this report as Appendix 1. 
 

2.11 The quality assurance process has confirmed that this internal audit review was 
conducted in conformance with the Public Sector Internal Audit Standards, a 
copy of which can be found on the Internal Audit Team’s intranet page on Iris. 
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3. Summary of Findings 
 
3.1 Corporate Data Retention 

 
3.1.1 There are data retention policies in place for all corporate data and data with 

the Council’s corporate systems  is structured.  However, outside the  main 
corporate systems, data is by and large unstructured.  This unstructured data 
comprises of three main ways that data stored.  There are individual personal 
drives that can store emails or documents, spreadsheets etc.; there are 
corporate drives that in many cases offer some structure, but in the main are 
not subject to any rules about what is stored and for how long; and finally 
there are emails retained by the Mailmeter programme currently including 
around 10- years or more, of all emails sent to and from RBC. 
 

3.1.2 Retention is dependent on the action of system owners where they have been 
identified.  The audit did not find evidence of proactive data management in a 
corporate sense, but individual system owners are aware of issues and have 
enforced archiving or deletion of data for operational space reasons. 

 
3.1.3 The audit found no evidence of an overarching corporate data structure that 

might link data being held on individuals across systems (an example of this 
might by Unique Property Reference Numbers (UPRN) being used as a basis).  
The majority of data stored by RBC outside of designated software programmes 
is in an unstructured format in individual silos. 

 
3.1.4 The audit did not find an overall corporate policy or enforcement for storage or 

removal of information. There was no overall responsibility for archiving or 
storage of electronic records. What storage that takes place is done within 
existing operating systems or is enforced by operational requirements (no space 
left). 
 

3.2 Existing Corporate arrangements 
 

3.2.1 RBC pays for the storage of individual local data which is retained in a secure 
SAN (Storage Area Network).  Currently there is adequate storage capacity for 
the future but there are pressure points in respect of some service drives.  

 
3.2.2 It is not within the current Northgate contract specification to allocate specific 

costs to storage.  This is because it was procured as a service as a whole across 
the seven year life of the contract.  This meant that storage 
capacity/availability was predetermined and fixed.  If storage looks like 
running out, RBC is advised to remove existing files to make room for more 
(which has happened on a number of occasions for directorate drives).  Costs in 
this area are not specifically itemised and monitored.  A model for this maybe 
O365 Microsoft subscription account where all services are available along with 
xMB of cloud storage attached. At present RBC cannot achieve savings by doing 
less but has an element of cost avoidance in respect of not adding on new 
requirements.  Real savings will only be achieved with the ending of the 
Northgate contract and subject to RBC radically changing its current storage 
specifications. 
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3.2.3 Tiered storage (store current, archive and delete after set time) could have 
been an option for RBC, but was unlikely given the lack of governance and 
accountability for data removal.  This would have required the dedicated 
archiving and/or automatic disposal of data once it went past a certain 
predetermined date. 

 
3.2.4 There are two major areas for storage and these are individual officer drives 

(“personal” H drives) and wider storage on network drives. 
 
3.2.5 The vast majority of data is currently held on the H drives and the policy is that 

when officers’ leave employment of the Council, any files stored in the H drive 
are deleted, or transferred to another officer for a period of time on their H 
drive.  

 
3.2.6 From a practical point of view these drives are not searchable or accessible by 

anyone other than the officer unless there is a long term absence or there is a 
disciplinary matter under investigation.  

 
3.2.7 The remainder of data storage takes place on directorate or service based 

drives that are accessible by anybody in that directorate and these were 
subject to a detailed analysis outlined in the following section 

 
3.3 Mailmeter and other email archiving products 
 
3.3.1 RBC purchased 2 email products – EAS and Mailmeter. EAS is an email archiving 

tool capable of managing email archiving to retention policies and Mailmeter a 
forensic level audit tool for investigation purposes.  Mailmeter as an email 
storage and retrieval programme is powerful but its full functionality has not 
been deployed by RBC so that emails storage is unstructured rather than 
structured (structured implying an archiving and deletion tool that removes 
emails after a date unless stored or deleted on basis of relevance).  Data is 
stored and can be searched within individual accounts and includes all emails 
sent to and from the account which may include data personal to the 
individual. Attempts to cull data to more legally justifiable levels (e.g. 3-5 
years) have been discussed but no decision has emerged to tackle the issue of a 
formal retention policy. 

 
3.3.2 Since the introduction of Mailmeter there is around ten years’ worth of emails 

stored compromising of over 250GB of emails and attachments, currently in 
storage (up to mid-2018) comprising of approximately  200 million emails and 
65 million attachments.  There has not been any housekeeping or reduction in 
storage capacity since the software was introduced. 

 
3.3.3 The emails that are retained are often the only record remaining offering an 

explanation for council activity and decision making.  Storage is linked to 
individuals so any data retained is effectively in a silo that requires an 
individual search to establish if data exists. 

 
3.3.4 Mailmeter offered other functionality that would allow any member of staff to 

access their own email but this facility has not been enabled, partly due to the 
preference of some officers to store their own emails in .pst format.  
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 3.3.5 There is an increasing risk that as awareness grows of this database requests 
will be made by individuals to recover emails that should have been either 
incorporated into official records or deleted.  The Information Commissioner is 
of the view that if the data is stored then it should be searchable and there is a 
possibility at some stage the ICO questions whether personal data is being 
retained unnecessarily. 

  
3.4 Corporate Drives Data Storage 
 
3.4.1 The audit found that data was stored across a number of servers in a 

fragmented way with a server hosting different named directorate/service 
drives side by side.  The review focussed on the first 9,999 files in each drive 
and over 250,000 files were reviewed. The current capacity across all drives 
was 73% (a number of individual drives were at 85-91% capacity). For clarity 
this is data held outside of the Council’s corporate systems like Fusion and 
Mosaic.  

 
3.4.2 File creation was reviewed up to the beginning of October 2018 (so the current 

files date from 1st January 2018). 
 
3.4.3 Creation Date 

 
Earliest files have a creation date of 31/12/1979 

 
YEARS OLD % OF FILES CREATED % OF FILES BY SIZE (MB) 
0 0.7 1.05 
1 14.62 16.19 
3 24.15 23.46 
5 24.84 23.25 
7 13.33 12.06 
9 9.12 10.29 
11 6.32 6.51 
11+ 6.92 7.2 

 
There were 60% of files by size and age, are over 5 years old from their 
creation date. The number of files that had not been accessed since creation 
represented 44.75% of the overall total.  This was qualified by the fact that 21% 
of that 44.75% were files created in 2018. 

 
 
3.4.4 Date Last Accessed 
 

YEARS OLD % OF FILES CREATED % OF FILES BY SIZE (MB) 
0 1.58 14.37 
1 19.05 21.6 
3 23.88 20.51 
5 46.3 33.63 
7 6.3 6.83 
9 2.59 2.8 
11 0.23 0.18 
11+ 0.04 0.02 

 
There were 55% of files that had not been accessed in the last five years (43% 
by size of file). 
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3.4.5 Date last modified 
 

YEARS OLD % OF FILES CREATED % OF FILES BY SIZE (MB) 
0 1.22 14.33 
1 13.09 18.28 
3 19.86 18.72 
5 15.44 13.56 
7 14.99 11.3 
9 13.07 10.44 
11 9.33 6.97 
11+ 13 6.39 

 
There were 66% of files that had not been modified in the last five years (49% 
by size of file). 

 
3.4.6 Duplicate Files 
 

It is estimated that duplicate files constitute 13% of the whole database by size 
and 17% by number of files (it is possible that some files may have had more 
than one copy).  Profiling the age of the duplicates showed that there were no 
particular issues with the age of the file. 

 
3.4.7 User names 
 

It proved difficult to estimate if there was a history for people who had left the 
organisation.  A large number of files (75% of all file records supplied) did not 
come with a staff name but were “owned/created” by a designation of 
administrator or a folder name. This made it difficult to estimate whether 
significant numbers of files remained after staff had left RBC. 
 
Against two current sets of Active Directory records (themselves not fully 
updated) it was found that 1589 user names were tested against the AD records 
and 234 and 177 were returned as not being on the current list.  This 
extrapolates to approximately 15% of individually named users being still on 
record.   
 
This could imply that historically a large percentage of the records RBC is 
retaining are linked to current staff who are storing large amounts of data that 
is subsequently being deleted in most cases when they leave and that there is 
an older residue of files from people who had left that are stored for years. 
The categories of administrator file were also examined and there was a spread 
of dates for file creation similar to those already found.  
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3.4.8 Types of file 
 

In total there were 580 file types (this includes some duplications owing to 
minor variations in naming conventions for the file extension). 

 
FILE TYPE % BY RECORD FILE TYPE SIZE % 

.pdf (PDF File) 18.26 .pst (PST File) 29.08 

.jpg (JPEG image) 17.53 Mp4 (mp4 File) 7.86 

.msg (MSG File) 10.42 .pdf (PDF File) 6.39 

.doc (DOC File)  7.51 .zip (Compressed (zipped) 
Folder) 

5.79 

.xls (XLS File) 4.76 .AVI (AVI File) 4.93 

.zip (Compressed (zipped) 
Folder) 

3.24 .doc (DOC File) 3.33 

.tif (TIFF image) 2.71 .msg (MSG File) 3.03 

.ppt (PPT File) 2.30 .mdb (MDB File) 2.73 

.xlsx (XLSX File) 2.17 .psd (PSD File) 2.16 

.rtf (Rich Text Document) 1.78 .MTS (MTS File) 2.13 

.docx (Office Open XML 
Document) 

1.72 .mov (mov File) 2.03 

.pst (PST File) 1.62 .xls (XLS File) 1.86 

Mp4 (mp4 File) 1.31 .tif (TIFF image) 1.70 

.pub (PUB File) 1.28 .jpg (JPEG image) 1.61 

.psd (PSD File) 1.20 .ppt (PPT File) 1.35 

.avi (avi File) 1.20 .xlxs (xlxs File) 1.27 

 
Review of media types .mp3 and .mov did reveal some potential for abuse but 
the profile of age of file was similar to the overall file profile in terms of age.  
 
Email message storing in the form of .pst and individual .msg files featured 
both by number of files and the space that they took up. 

 
3.4.9 As pointed out in 3.3.4 the Information Commissioner is of the view that if the 

data is stored then it should be searchable and there is a possibility at some 
stage the ICO questions whether personal data is being retained unnecessarily.  
Data held must be searchable and the retention of personal data must be 
proportionate.  The random and unstructured storage of date will make this task 
difficult, if not impossible, to identify what data should and shouldn’t be being 
stored.  
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Appendix A - Report Distribution 
 

Staff Interviewed 
 

• John Barnfield        ICT Technology and Services Manager 
• Ricky Gill                Information Governance Officer 
• Jeffrey Hughes Project Manager, Northgate Information systems 

 
 

Final Report Distribution 
 

• Jackie Yates   Director of Resources 
• Chris Brooks           Head of Legal And Democratic Services 
• Andrew Withey (Acting) Head of Customer Care and Transformation 
• John Barnfield        ICT Technology and Services Manager 

 
Auditor Contact Details 

 
• Anthony Kearns Principal Auditor    (0118) 937 2692  

 -   
• Paul Harrington. Chief Auditor   -  (0118) 937 2695 

 
 
 
 

For further details on our assurance opinions please click this link  

http://inside.reading.gov.uk/deployer/_cres-cex/audit/strategy%20documents/internal%20audit%20assurance%20opinions.pdf


Ref Risk Recommendation Priority Management Response Responsible Officer(s) Target Date

1

RBC will breach DPA/GDPR because it holds
data that infringes right to be forgotten or
holds data it is has no need for and should
have deleted.

RBC urgently needs to establish proper
governance processes in respect of data
creation and storage as it is currently at a high
risk of breaching GDPR requirements in
respect of only storing data needed for
processing.  Priority 1

To adequately address the work needed to
plan and deliver change across the Council an
Information Governance Board chaired by the
SIRO with senior busuiness and technical
membership should be convened. the Board
will own the programme of work and processes 
needed to maintain compliance with
Information Governance requirements
including GDPR and DPA .

Senior Information Risk
Officer [Assistant
Director for Legal
Services and
Governance]
Assistant Director for
Digitisation

Establish IG Board 
- May 19

2

Data is not structured in storage so it only
exists in silos increasing the likelihood of
GDPR breaches and is in not efficient and does
not adequately support RBC business processes
(ability to analyse data for management
information).

A corporate programme to address the
creation and storage of data needs to be
created to ensure that going forward data is
stored in a structured manner that facilitates
easy recovery and reduces the cost of storage.
The objective should be to remove, where
possible, all "personal" data storage and
integrate data creationand storage with
business operations. Data that needs storing
should be kept in corporate storage spaces
that encourage a structured approach which
can be managed by date or subject according
to statutory requirements.

Priority 2

Business/case management systems should be
the preferred and default location for service
related data.
The migration to M365 during 2019/20 will
provide an opportunity to move to modern
controlled storage of data that needs to exist
outside of line of business applications.
best practice guidelines including retention
rules will need to be developed as part of the
project and embedded into training of staff in
their use of the new system.

Asssitant Director for
Digitisation

31/01/2020

Audit Management Action Plan 
 Electronic Data Storage  24/17 



3

Future ICT developments around Office 365
and Cloud could be adversely impacted by
large amounts of unstructured data. 

Existing data that is being stored needs review
with an ambition of deleting all non essential
data before transitioning to Office 365 and
cloud based operation.  

Priority 2

Mass migration of data will be avoided
wherever possible. All users will need to
engage with the programme to identify data
to be retained within a defined timescale with
the remaining unstructured historical data
deleted after an agreed period.

Asssitant Director for
Digitisation

31/01/2020

4

Evidence for decision making and retention of
information around key decisions is not
available to support legal or other processes.

A decision needs to be taken regarding the
future of the Mailmeter product. Microsoft
will have products available that will match
what it does for email access so an option
review needs to establish whether to retain
the software. Priority 2

The capability of the Microsoft solution will
be evaluated against business requirements to
inform decision as to whether the Mailmeter
product can be discontinued. Further meeting
to take place between O365 project team,
Waterford Technologies and RBC to determine
the best way forward and in the mean time
cull down to seven years and roll over
Windows 7 Mailmeter has been agreed as
holding position. 

Assistant Director for 
Digitisation

01/07/2019

NB: Your management response is your commitment to treat the risk identified as part of the review. The standard response time to draft recommendations is 15
working days; any failure to meet this target could be reported to the Audit & Governance Committee. 

The management response to recommendations will be reported to both CMT & The Audit & Governance Committee as part of our quarterly monitoring arrangements.
Audit recommendations and agreed actions will be followed up during the year, where deemed appropriate by the Audit Management Team. All outstanding
recommendations will also be reported through CMT as part of the Council's monthly performance monitoring.
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