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1. PURPOSE OF REPORT AND EXECUTIVE SUMMARY

1.1  The outcomes of all internal and external audit reports are reported to this
Committee.

1.2 Following discussion at the April 2018 Audit and Governance Committee it was
agreed that to provide a greater focus on the importance of implementation of
agreed audit recommendations an implementation tracker report would be
reported to all future meetings of this Committee. This is the fourth report on
the tracker.

1.4  Appendix 1 attached sets out all of the current high and medium risk internal
audit recommendations together with their latest agreed implementation date
and the officer responsible for implementing them. Going forward all Internal
and external audit recommendations will be added to the report.

Appendix 1 - Implementation of Audit Recommendations Tracker April 2019.

2. RECOMMENDED ACTION

2.1 The Committee are asked to note the report.

3. POLICY CONTEXT

3.1 This report supports the Council’s objective of ensuring that the council is fit for
the future.

4. THE PROPOSAL

4.1 A summary of those high and medium risk Internal Audit recommendations

which remained outstanding at the last Committee together with an updated
management response is provided in Appendix 1 attached. Those
recommendations which were reported as closed at the last meeting have
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5.1

8.1

been removed from the tracker and 19 new recommendations have been
added to the report since the last meeting.

Going forward all new Internal and External audit recommendations will be
added to the tracker.

Prior to reporting to Committee officers responsible for implementing the
specific recommendations are asked to update the ‘implementation
tracker’. Each recommendation is marked with a percentage complete
which correlates to a red/amber/green rating depending on the percentage
of completeness. Up to 25% complete is marked red, between 26% and 75%
complete is amber and over 75% complete is green. However, any
recommendations that are less than 50% complete but have exceeded their
agreed completion date are also marked red.

Once recommendations are reported as being 100% complete to the
Committee they are removed from subsequent reports.

Where there is a lack of progress with implementation, e.g. successive
missing of implementation dates etc. The Assistant Director and responsible
officer (if they are different) will be asked to attend a meeting of the
Committee to explain the difficulties with implementation and the steps
they are taking to address them.

There are 90 high and medium risk Internal Audit recommendations on the
tracker attached at Appendix 1, of those

. 48 (53%) are currently green;

. 26 (29%) amber and

. 16 (18%) red
Compared to the previously reported position recommendations which are
rated green have improved from 49% to 53%. Amber recommendations have
decreased by 5% and those rated red have increased slightly (by 2%).
27 recommendations are completed and will be deleted from the nextreport.

The table below provides a comparison of progress against previous reports.

RAG Status Audit & Governance meetings
August 18 | September 18 | January 19 April 19
Green 24% 42% 49% 53%
Amber 10% 18% 34% 29%
Red 65% 41% 16% 18%

CONTRIBUTION TO STRATEGIC AIMS

The proposals contained in the report support the Council’s Corporate Plan

priority to:

Remain financially sustainable to deliver its service priorities.

LEGAL IMPLICATIONS

The Council has a duty under the Accounts and Audit Regulations to ensure it
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has in place a financial control framework which is fit for purpose. It also has a
duty to ensure Value for Money in the provision of services.

FINANCIAL IMPLICATIONS

Whilst there are no specific financial implications arising directly from this
report, the timely implementation of audit recommendations is critical in
strengthening the Council’s internal control and governance arrangements.

The Council’s Chief Internal Auditor’s reports have over several years repeatedly
reported that audit recommendations made in previous audits have not been
implemented. This does not represent value for money from either an audit or
wider organisational perspective.

Poor systems of internal control and financial governance potentially leave the
Council exposed to loss and will result in higher external audit costs due to the
lack of assurance they provide and the consequential higher testing thresholds
required by the Council’s external auditors.

Whilst there are still a large number of recommendations that are rag rated red,
there has been positive engagement with the new arrangements and significant
improvement since implementing the new tracking and reporting process

BACKGROUND PAPERS

Internal Audit Reports presented to Audit and Governance Committee, Chief
Internal Auditors Annual Report 2017 & 2018.



Appendix 1

Rec |._.. I . Original Audit |1st Follow-up : : : . Updated on Status
Dir Audit Titl R mmendation Rec Yr. . R nsible Officer R nsible Officer Lat t verall Stat
No. udit Title eco endatio ec Completion Date Date esponsible Office esponsible Officer Latest Update (date) (% Complete) Overall Status
Matt Davis - Head of
. I . . Finance, Jean . .
1. A corporate approach for producing reconciliations, evidencing , 1. a corporate approach has been introduced with named
o ) . . Stevenson - Chief : .
balances and for monitoring the completion status, issues and their officers responsible for each area, for 2019/20 a tracker of
) Accountant o . . .
resolution needs to be produced and agreed. latest position will be reviewed on a monthly basis by the
2. Greater staff/resource resilience is required to ensure the I , _|Head of Finance. 2 as with 1 above individual named
A . : Reconciliation officers: : . . N
reconciliations are completed on a timely basis throughout the year. officers have been tasked with ensuring reconciliations are
Bank rec & 3. Departments should be required to provide a reconciliation Bank & cash — Jean completed on a regular and timely basis. 3 confirmation that
1 [DoR control account Lo P 9 P 16/17 9-Feb-17 4-Oct-17 [Stevenson P g N y ' . 4-Apr-19 76 or more
e position statement each month. . all departmental reconciliations are complete is to be
reconciliations . . . Creditors — Jean . . L
4. Response will be addressed in rec 5 2017-18 action plan incorporated into monthly monitoring processes.4 response
: ) . : g Stevenson . : .
5. In conjunction with recommendation 3, reconciliation needs to be . will be dealt with as part of 17/18 action plan. 5
Council Tax, HB, NNDR, e .
brought up to date. . reconciliations brought up to date as part of 18/19 closing
: . I Debtors — Sam Wills . .
6. The completion and review of the bank reconciliation status processes and will be kept up to date via the new tracker
MUST be a monthly key priority Payroll — Sharon Brown process 6. competed on a monthly basis
' Rents — Zelda Wolfle '
Whilst resources remain tight following the Finance
Bank rec & The Head of Finance should ensure there is sufficient resource Jean Stevenson - Chief |[restructure, the new Technical Accountant is in the process
2 |DoR control account |available to properly and robustly plan, execute, test and implement (16/17 9-Feb-17 4-Oct-17  [Accountant / Matt Davis -|of working through the procedures and organising the 4-Apr-19 76 or more
reconciliations the accepted bank and cash reconciliation process Head of Finance Technical team to ensure reconciliations are kept up to
date.
Following implementation of recommendation 1 of last years action
plan, business process documents should be written for each
reconciliation process to include:
* Purpose of the procedure (impact on council)
* Clearly define the outcome of the process
. Name the process in accordance with naming conventions The Technical Accounting team are using the new
« Define the start and end of the process . .
) o o procedures and will review them fully once the backlog of
« Outline who does what and responsibilities — not person specific : :
o : issues with the Statement of Accounts have been cleared.
Bank rec & but role specific Jean Stevenson - Chief Reconciliations are being submitted monthly to the Chief
3 |DoR control account [+ Tools to complete the process, Systems, printing, marking etc. 16/17 9-Feb-17 4-Oct-17  [Accountant / Matt Davis - . g oy 4-Apr-19 76 or more
I ) . . Accountant for review. The bank reconciliation processes
reconciliations [+ Exceptions — if process goes wrong, system down etc. Head of Finance :
. . have now been documented and documentation of the
« Individual steps to get from start to finish A . . )
other reconciliations will be implemented and reviewed as
* Reports used etc. art of implementing the monthly tracker process
* What to do when completed — balanced and unbalanced, actions, b b 9 y P
financial levels, responsibilities and authority
* Review and sign off by the Head of Finance
* Reporting framework
 Evidence
« Storage & protection
. . . . The historic differen n th nk reconciliation hav
The Head of Finance should provide guidance and advice on the e histo C(.j erences ont © ba econc atp ave
o . . . now been written out. Other discrepancies are in the
treatment of historic reconciling adjustment items for all system . . L
Bank rec & reconciliations Matt Davis - Head of process of being written off as part of the finalisation of the
4 |DoR control account ' 16/17 9-Feb-17 4-Oct-17 Finance 2017/18 accounts. This process was completed by the end 4-Apr-19 76 or more
reconciliations , , . , . . of January. A monthly review is to be conducted as part of
Likewise technical advice should be given in respect of those . )
o . . the new tracking process to ensure that any unreconciled
systems reconciliations that continue to have unreconciled balances. .
items are cleared promptly.
The 'unresolved' suspense items on Academy should be periodically . Reconciliations to the end of March 2018 have been
. Matt Davis - Head of .
Bank rec & (quarterly) checked to Academy to ensure correct recording. Finance/ Jean reviewed as part of the closure of 2017/18 accounts and
5 |DoR control account 16/17 9-Feb-17 4-Oct-17 historic amounts are being written off. Ongoing reviews will 28-Mar-19 76 or more

reconciliations

The Head of Finance should agree the treatment of historic
unresolved items.

Stevenson - Chief
Accountant

be conducted by the Technical Accountant and periodically
reviewed by the Chief Accountant.
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Matt Davis - Head of Fusion system team are now closing down all open
. . purchase order that are older than 18months old. Accounts
Finance/ Christopher . . .
Payable (AP) to work with business partners about closing
Formulate an action plan to address corporately the larger number of Beauchamp - Accounts the remaining old purchase order numbers down in the next
6 |DoR Creditors/AP P . . p' y 9 . 18/19 1-May-18 Payable Manager 9 P . . 29-Mar-19 76 or more
open purchase orders with a view to closing as many as possible. Jennifer Bruce - 2 months. Once completed supplier portal will be fully
. . rolled out.
Financial Systems . .
Manager Business partners to review the open purchase order report
g on a monthly basis with budget holders
Matt Davis - Head of
Finance/ Christopher
. . . - . Beauchamp - Accounts |Due to major process changes happening within AP
7 |DoR Creditors/AP Operational |s'_sues identified should be addressed in new procedure 18/19 1-May-18 Payable Manager Process manuals will be finalised to address operational 29-Mar-19 51to 75
manual to avoid reoccurrence. . . .
Jennifer Bruce - issues, completion before 30/04/19
Financial Systems
Manager
Documented processes for all areas of operation linked to clearly Good progress has now been made by the new AP
. o . : Manager, most processes are how documented - no
defined roles and responsibilities for members of staff. This would Jean Stevenson - Chief change due to brocess chanaes. chanaes and
8 |DoR Creditors/AP include identifying the business interfaces and expectations around [16/17 25-Mar-17 1-May-18 |Accountant Chris g oPp ges, 9 29-Mar-19 76 or more
. . . . . documentation to be complete by the 30/04/19. Clearly
processing, time taken volumes of business for areas like Mosaic Beauchamp - Accounts |. o - .
. o identified roles and responsibilities are in place and key
payments or expenditure limits on cost centre codes etc. Payable Manager s . o
PI's will be identified for team members
The strategic contribution is for accounts payable to
enforce controls of expenditure on the Council. The main
focus of this will be the roll out of supplier portal, to reduce
Matt Davis - Head of costs to the council in terms of processing. This has been
Finance delay due to issues around the Fusion open purchase order
report that has prevented a clean up of open purchase
Chris Beauchamp - information, clean up happening now.
Need to clearly identify the strategic contribution of AP to the Accounts Payable Portal has been tested and is working, suppliers to be
9 |DoR Creditors/AP authority and what is required to make AP business process(es) 16/17 23-Mar-17 1-May-18 [Manager invited to use portal and to send invoices directly into the 29-Mar-19 51to0 75
effective for efficient use of AP for the council. Fusion scanning/imaging solution, mass/auto matching
within fusion to be considered once 75% of suppliers on-
board with portal/scanning solution.
Open PO’s/receipts to be address for each supplier when
invited to Supplier Portal. P2P is not voluntary and all
invoices being processed through Fusion do have PO
No.’s. The above is covered by the P2P compliance project.
Procedures drawn up for processing Goods Received
Notes and Service Level Agreement for Accounts Payable
and Directorate processing drawn up including processing
Mosaic holds. Agreement of users to address issues
Further work needs to be done to ensure that goods are receipted Chris Beauchamp - zgo,z\ncr:;tcl)ﬁnljseiis ;rglpel ecrgre],':tgg?tno?]ytﬁg?ragxr?“fgnae Sr Eg;’:de
10 (DoR Creditors/AP promptly and for the correct amount or value. Reports need to be run|16/17 23-Mar-17 1-May-18 |Accounts Payable y ' g 29-Mar-18 51to 75

on a regular basis to identify and tackle late payments.

Manager

prepared to go to all Suppliers requesting invoices to be
sent in centrally.

Open purchase order report now working, Business
Partners now working with Budget holders to look at
unreceipted PO's, Accounts Payable now has a report to
enable to them to requesters for receipting of invoices
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Clean up of open purchase orders now being undertaken,
review of supplier site to be conducted.
Need to review the supplier database and cull inactive suppliers as Chris Beauchamp - E(raedaut((:azdszy ol\i/:rr:;ILHUTS;ESJrSeusp?\III:; ?g éroizy;ter:n '
11 (DoR Creditors/AP well and consider if centralisation of procurement would be more cost|16/17 23-Mar-17 1-May-18 |Accounts Payable P PP N 9 29-Mar-19 51to 75
efficient in terms of ordering and paying for goods and services Manager number of open Purchase Order's on the system. Further
9 paying for g ' g report needed to complete tidy up of AP ledger. Supplier
set ups are being centralised and a supplier portal
introduced.
: - . . Debtors team was joined to the AP Team from 01.10.2018.
The various policies, guidance and procedure notes relating to the . .
g oo Decision was made to not update policies and procedures
raising, monitoring and treatment of debt generally should be . . .
reviewed and where necessarv brouaht up to date. In addition the Chris Beauchamp - until debtors ledger is moved from Academy to Oracle
12 [DoR Debtors y . g . P L y 17/18 5-Jun-17 7-Feb-18 |Accounts Payable Fusion. Project Migration scoping session undertaken. 29-Mar-19 51to 75
should be clearly documented on Iris, if appropriate and all relevant ) . . .
. . : Manager Project Plan now in place, funding agreed. New policies
staff and users advised of their location and the need for them to ) ) o
comply with these and procedures will form part of the project migration plan.
' Project completion date 01/06/2019
The Income & Assessment Manager should review and formalise the
strategy, techniques and records Income & Recovery staff should Chris Beauchamp - The corporate debt recovery manual was produced
13 [DoR Debtors use in the identification and follow up actions used in respect of 17/18 5-Jun-17 7-Feb-18 |Accounts Payable providing guidance for staff to identify and action 29-Mar-19 Complete
recovery of unpaid invoices. Once agreed this should be documented Manager outstanding debt
and followed by staff.
All staff who raise invoices should be reminded that:
a) internal web form has been set up to request invoices to
a) invoices should be raised accurately and on a timely basis: be raised, once form is completed it is sent to the AR team
b) each invoice should bear the necessary information or detail to for raising on systems, improving processing times. b) the
reduce the likelihood of subsequent customer queries; . form contains a series of boxes which must be completed
c) as a principle services should not continue to be provided until Chris Beauchamp - accurately before the form can be sent to the AR team for
14 |DoR Debtors principie e P 17/18 5-Jun-17 7-Feb-18 |Accounts Payable o yE . - . 29-Mar-19 76 or more
outstanding invoices have been paid: invoice raising which reduces the likelihood of queries. c)
. . . Manager . . . .
d) there should be clear supporting records and information managers can chose to continue with social services even
concerning the invoice that is easily accessible and understandable though invoices are outstanding due to legal obligations d)
in the event of future query or need. web form and all correspondence are retained through
information@ work
Itis f.urthe':r suggested that the ro.le .and vvprk updertaken by Legal : An SLA with legal is being scoped to clarify the role of legal
Services in the recovery of unpaid items is reviewed and re- Chris Beauchamp - in the recoverv of unpaid debt. Reaular monthlv meetin
15 [DoR Debtors evaluated to ensure it remains appropriate and fit for purpose. Once |17/18 5-Jun-17 7-Feb-18 |Accounts Payable Y . P L g y 9 20-Dec-18 51to 75
o . . . . ) between legal services and income and assessment are
it is clear what is agreed it is recommended that this is defined in an Manager underway until the SLA is developed
SLA between Legal Services and Income & Assessment. y P
It is essential that records are updated accurately and in a timely
fashion. Currently there are multiple records that need to be
individually updated to provide a complete record of actions and Jayne Rigg Following the audit review there is a new robust
16 |DACHS |Direct Payments transactions relating to individual DP clients. Therefore it is 17/18 24-Nov-17 Commissioning & Social management action plan being put in place to address 31-Mar-19 51 to 75

recommended that the current process is reviewed to assess whether
a more streamlined record keeping system could be designed so that
records agree, with the purpose of freeing PBST time for monitoring
purposes.

Care Manager

these recommendations and this is being submitted this
week.
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E? Dir Audit Title Recommendation Rec Yr. Cgrrr:gllr:iloﬁug;e 1st FSQ;W_Up Responsible Officer Responsible Officer Latest Update Up?;;?:)on % g;?r:ﬁete) Overall Status
In order to demonstrate appropriate controls over the use of public
funds it is recommended that the strategy, resources and purpose of
the current checking programme is reviewed. In particular it is
important that the required validation regime (frequency, process
etc.) is assessed to make sure that it provides a reasonable but Jayne Rigg This will be robustly captured in the audit review
17 |DACHS |Direct Payments effe_ctlve challgnge t.o check an_d agree the legitimacy of exper_1d|ture. 17/18 24-Nov-17 Commissioning & Social management actlgn plan tq ensure the _rew_ewed policy and 31-Mar-19 51 to 75
A pivotal consideration should include an assessment of existing strategy are meeting the Directorate objectives and the
) : Care Manager . .
staffing resources and whether these are adequate in order to targets will be kept under monthly review.
discharge the standards RBC should be expecting as the responsible
body. If the assessment determines that (additional) changes are
required then it should also be determined what (additional)
resources are needed, if any.
It is strongly recommended that the strategy to deliver pre-paid cards
is reviewed and where appropriate tightened so that (unless there
are good and documented reasons not to do so that are assessed on
a case by case basis) the principle of their adoption (of pre-paid A further audit review has taken place and a robust
cards) becomes understood and accepted as the norm. It is also Jayne Rigg management action plan is being put into place to address
18 |DACHS |Direct Payments recommended that maqagement identifies whether there nee_ds to be 17/18 24-Nov-17 Commissioning & Social these |s§ues. The targgt to mcre:_;lse take u_p of p_re _pald 31-Mar-19 51 10 75
a programme of education or support across relevant areas in the cards with all new service areas is also being built into
. . . Care Manager . . :
directorate (including care management colleagues) so that the take operational area services to increase the current usage,
up is increased and it is further suggested that targets are set for this currently at just over 70%
to happen. An option may be for the Council to remove the choice
aspect and explore moving all (new) clients straight on to Pre-paid
cards, as some other local authorities already do.
Reduced cash collectors to 25, 160 card accounts open,
. . . . bank visits reduced greatly. Waiting for further cards to
Financial Serious consideration and management support needs to be given to Jo Purser - Locality arrive and the remaining 25 will move over as these are
19 [DACHS : moving to a direct payments system for clients, where feasible, to 17/18 16-Feb-18 01-Jun-18 . 5-Apr-19 76 or more
Deputies . : . Manager received and arrangements made
reduce the amount of cash handled and time required to administer.
The budget is being reviewed; the reports that can be
created on Caspar to help supply more precise predictions
Financial The premise Of. the team needs to be reviewed. If the teamiis to b? Jo Purser - Locality igdbse\ll\r/}?icixﬁfsrebier? :(rai;?itl;n er?(:ln \‘/evr;?t?r?gt?oer ?i?g r(Iilgtr:]itsion
20 [DACHS . cost neutral, this needs to be carefully costed out to ensure that this |17/18 16-Feb-18 01-Jun-18 ' . 25-Mar-19 76 or more
Deputies is achievable (particularly in terms of income targets). Manager pf the new post to be agreed, As part of budget set_tlng the
income target for 19/20 has been set at a challenging but
achievable level after reviewing prior years income
achieved.
There needs to be consistent control over data entry from feeder Daily reports produced and sent to owners of feeder
systems that standardises and controls data input to reduce the need Matt Davis - Head of systems for their checking that totals loaded correctly.
21 |DoR General Ledger |[for journals to amend miscoded items. The number of Oracle Fusion |17/18 6-Apr-17 31-May-18 . Coding to be reviewed as part of a review of reporting 2-Apr-19 26 to 50
. ) . . . Finance . ) . . . . .
codes needs to be reviewed with a view to identifying key codes and hierarchies and will need to be considered in conjunction
removing redundant or unused codes. with BFFC reporting requirements.
The significant reduction in the number of journals means
22 |DoR General Ledger All journals need proper designation as to the type of journal and its 18/19 4-Jun-18 Jean Stevenson - Chief fthere is more cl_arity gs there are less inputters processing 28-Mar-19 76 or more
purpose. Accountant journals. A review will be needed once the Statement of
Accounts issues are resolved.
This review is scheduled to be conducted by the Financial
The number of codes that are being used for one off transactions Jean Stevenson - Chief Systems Team as part of the overall review of codes for the
23 |DoR General Ledger |needs to be reviewed to ensure that this is the most efficient way to |18/19 4-Jun-18 introduction of inter company accounting. This was 28-Mar-19 51to 75

record financial information.

Accountant

expected be completed by 1st April 2019, but will slip to the
summer of 2019.
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
It is recommended that:
a) backfill for secondee positions needs to be in place earlier. 10% Quality checking remains in place with contractor.
b) consideration is given to the number of contractors in place in key Sam Wills - Interim Regular training updates provided to staff. Continued use of
24 [DoR HB Subsidy positions within the team. 16/17 17-Sep-17 Income & Assessment  |subsidy expert. Achieved zero subsidy loss in audit of 17/18 2-Apr-19 76 or more
¢) a clear plan is put in place for quality checking going forward. This Manager claims, due to commence external audit of 18/19
needs to include the identification and reporting of issues relating to imminently.
individuals to allow them to be addressed in a timely manner.
In order to share instances of different and best practice(s) it is :i‘ssoﬁrizgnjtgﬁeﬁ:alrsz Meetings have temporary stopped as staff have left and
suggested that the directorate chairs of the health & safety Smith new Chairs of H&S Committees found. To compensate for
25 |All Health & Safety |periodically attend and observe other directorates' meeting to see 16/17 8-Feb-17 29-Sep-17 this H&S Advisors regularly meet with Chairs of the H&S 3-Apr-19 51to 75
o . Adults - Steve Saunders . . . .
whether specific techniques, formats etc. could be usefully shared Committees and attend all H&S Committees. Meetings will
DENS - Zelda Wolfle o
between them. be commencing in May 2019.
Central - Peter Sloman
The Organisational and Workforce Development Manager
is leading on the training actions. Data cleanse exercise to
tie in with other iTrent work. Also Learning Pool dates is
There needs to be confidence in the integrity of the staff health and being corrected. New CMT target to get all L1 & L2 training
safety training data held on I-Trent and that it is accurate and kept up completed by Q2 2019. Plus All staff will have to complete
26 |DoR Health & Safety |to date so that reliance can be placed upon this. This may involve 16/17 8-Feb-17 29-Sep-17 (L&D - Russell Gabbini |an online appraisal (knowledge check) or update session 2-Apr-19 51to 75
some further work to achieve this and possibly some prioritisation of commensurate with their responsibility. If they fail this then
resources by Training / HR. they will have to go to repeat the appropriate level of on-
line training or attend a classroom course to be recognised
as compliant. Knowledge checks for levels 1 and 2 to be
released to relevant staff June 2019
The Organisational and Workforce Development Manager
is leading on the training actions. Data cleanse exercise
has shown that information in iTrent is not accurate. New
exercise underway to tie in with other iTrent work. Also
Learning Pool dates is being corrected. New CMT target to
Once the exercise to cleanse data has been completed, where it has getall L1 & L2 training completed by Q2 2019. Plus All staff
27 |All Health & Safety |become flagged that staff training is not up to date, then a 16/17 8-Feb-17 29-Sep-17 [ L&D - Russell Gabbini |will have to complete an online appraisal (knowledge 2-Apr-19 51to 75
programme of training to remedy this should be implemented. check) or update session commensurate with their
responsibility. If they fail this then they will have to go to
repeat the appropriate level of on-line training or attend a
classroom course to be recognised as compliant.
Knowledge checks for levels 1 and 2 to be released to
relevant staff June 2019
The management framework needs to be documented (action plans
. and ToRs) and aligned with a strategy that identifies the key staff . Management framework is encompassed in the General
Information : L o Chris Brooks - Head of . . .
needed to implement and maintain it. This in turn needs approval ) Data Protection Regulations project plan. Monthly reports No changes
28 |DoR Governance and ) L . 16/17 7-Oct-16 9-Apr-18 |Legal & Democratic 76 or more
. and incorporation into the reporting framework of CMT who should ) have been to CMT. The last report to CMT went on 27.03.19
Data Protection . N . Services
receive regular reports on progress and any significant issues 24.07.2018
highlighted in work practices.
Information All staff identified as being key to a properly managed information Chris Brooks - Head of This is 'to be actlon(_ed_. D|SCUSS'.OnS are in hand with HR to
. — . determine whether it is appropriate that the roles and No changes
29 |DoR Governance and |governance process should have their roles and responsibilities 16/17 7-Oct-16 9-Apr-18 |Legal & Democratic o . 25 or less
. . . . responsibilities to Information Governance are to added to 27.03.19
Data Protection |reflected In their job descriptions. Services -
Job Descriptions
' Information Asset Owners (IAO) need to be fprmally appo!nted for _ IAO guide is drafted and will be taken to CMT on
Information each system that processes personal data with responsibility for Chris Brooks - Head of 30.04.2019. There needs to be a corporate decision as to
30 |DoR Governance and |ensuring that it operates within the policies and procedures 16/17 07-Oct-16 9-Apr-18 |Legal & Democratic o ' P 5-Apr-19 25 or less

Data Protection

governing information security and data protection including ensuring
access to data is only by authorised persons.

Services

who will undertake the role of the Information Asset Owner
within each service.
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Information ;f::((a)rre Qgi:: ;Ofck))r?mzr ?r:;g?:ng?ilgrr?zglfggn?stztrf{r?;??\évc?czlr( dt:?r:e Chris Brooks - Head of |The information case owners system is in place. This will
31 |DoR Governance and p . g . o 16/17 7-Oct-16 9-Apr-18 |Legal & Demaocratic need to reviewed and updated annually due to staff 5-Apr-19 Complete
Data Protection location of personal data and the risks associated with it. I1AOs Services chanaes and use of new svsterms
should be tasked with managing the risks identified for their data. g y '
, , Completed but PIA will be reviewed annually. This is reliant
Information Privacy Impact Assessments (PIA) should be completed for all data Chris Brooks - Head of on services informing DPO of any new processing activities
32 |DoR Governance and Y P . P 16/17 7-Oct-16 9-Apr-18 |Legal & Democratic . g y P g ) 5-Apr-19 Complete
. processing changes and new projects . and completing DPIA. DPIA template forms are available to
Data Protection Services .
staff on the Information Governance Pod on IRIS.
For existing contracts there is a standardisation letter of
Information Information Security and data protection requirements need to be Chris Brooks - Head of Xarl?go:;ell?ellnr?)\\;\illstir;r?sDaTeRl?e\\/i?m”a:;?jéodSt:)agrzjr;;ilosn'tracts
33 |DoR Governance and [built into all Third Party contracts where setting out access to 16/17 7-Oct-16 9-Apr-18 |Legal & Democratic pprop P ng . . 27.03.19 Complete
. ) that come through Legal Services. It is up to Service
Data Protection |systems and data transfer safeguards. Services p . .
Heads to ensure this is followed with assistance from the
Legal Services Contracts Team.
. . . . . Retention schedules completed and available to services
Regular reviews of compliance with policy and reviews of data . .
. on the staff intranet to apply to data they hold. Retention
: accuracy (paper and electronic) should form part of any managed . . )
Information aporoach to security and data processing. Reviews should also Chris Brooks - Head of |schedules will be reviewed annually and amended where
34 |[DoR Governance and |2PP y P 9. : 16/17 7-Oct-16 9-Apr-18 |Legal & Democratic required. It has now been agreed that the Council will 5-Apr-19 Complete
. include whether records need to be retained, whether data is actually ) . ) )
Data Protection . . Services reduce the forensic level of email held on Mailmeter to 7
needed and whether adequate control and consent in place for its . . : :
years and thereafter will be reviewed with an option to
usage.
reduce to 3 years.
Refund controls need to be strengthen to ensure the audit trail
validates legitimacy:- All refunds are recorded within the Customer Relationship
* Refunds must not be made unless the initial payment can be Management system (CRM) which also identifies the initial
Leisure (income substantiated e.g. same debit card and signed for. James Sadler - credit. A refund form is filled out by both the receptionist
35 |DENS collection) * The reason and frequency of refunds need be enforced and 16/17 14-Jun-16 Operations Manager and Duty Manager and the refund can only be approved by 28-Mar-19 Complete
monitored. the Duty Manager. Refunds will be included in the new
* Refunds should not be permitted unless the debit as been journaling system and reviewed at the of journaling and
confirmed. The regularity of debit and credit transactions should be investigated.
monitored.
New process automating production of journals from the
36 |DENS Leisure (income |Separation of duties between Finance and LEGEND need to be 16/17 14-3un-16 James Sadler - CRM system have been developed and is being audited to 28-Mar-19 Complete

collection)

reviewed and put in place.

Operations Manager

ensure appropriate separation of duties, implementation at
Meadway imminent.
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No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Acting Head of Service and Principal Social Worker
working with mosaic team to build in processes to ensure
changes are implemented to improve data quality and
consistency of reporting.
There has been a progressive improvement in the data
recorded for Children's Services, but this needs to be
cleansed further. This is a priority action in the move to the
Increased emphasis needs to be placed on the importance of St_aona Douglas - new phlldren S CO”.‘F’a”y where h'.gh quality datg will be
. . ) o L : . Director of & DMT required. LAC profiling has been introduced to improve the
Mosaic Fusion |ensuring that data held within Mosaic is of an appropriate quality. , : . :
. . . . DACHS/ robustness of financial modelling and impact of the MTFS.
DACHS/ |Year end This includes ensuring that placements are reflected in a timely . i \ . . )
37 e 16/17 17-Oct-16 01-Nov-17 The Business Partner for Children's Services is now having 16-Jul-18 51to 75
DCEEH |reconciliation manner (purchase orders created, amended and closed), so that . . ) . i
: . . . . Nick Penny Strategic regular meetings to clarify queries and change MOSAIC
audit commitments are accurately reflected and discrepancies and missing . . . .
invoices can be identified and addressed Business Partner - accordingly to improve the data in MOSAIC. Further
' DACHS MOSAIC reports will need to be written but will be
incorporated into the transition to the company's IT work
stream. The projections for LAC expenditure was more
accurate during 17/18 financial year. Acting Head of
Service and Principal Social Worker working with mosaic
team to build in processes to ensure changes are
implemented to improve data quality and consistency of
reporting. NP to review
I\\(/I;Jas?g:nzusmn TQ:rrir?Q?ZLdogsiI?;?i?)rrllyai?jcggsirgZ?ez():gé?ja?gd gggssdu?hse?é the Nick Penny Strategic Notes are currently being prepared by the DACHS Finance
38 [DoR e y . oo process. 16/17 17-Oct-16 01-Nov-17 |Business Partner - team and will be signed off by the Strategic Business 22-Mar-19 26 to 50
reconciliation should be available to all relevant individuals and reviewed and
. . . DACHS Partner.
audit updated as necessary on a regular basis to reflect current practice.
Mosaic Fusion A lessons learnt review should be conducted post year end which
Year end looks at issues encountered with the year-end reconciliation process Nick Penny Strategic The Monthly Mosaic to Fusion reconciliation will be done at
39 [DoR reconciliation and associated accruals and provisions. Outcomes from this should |16/17 17-Oct-16 01-Nov-17 |Business Partner - year end to ensure accuracy with accruals made when 22-Mar-19 26 to 50
. then feed into the following year's year-end process. Thisis DACHS necessary.
audit . . :
particularly pertinent for Adult Services.
I\\(/I;)as?;cnlgusmn Céergr;ne?j rgg&z;r&gz;s:n:nﬁe?;;gﬂ ;enc(;)rrlec:ll;s\tﬂllogfstﬁzould be Nick Penny Strategic Mosaic to Fusion reconciliations are currently undertaken
40 |DoR e P i ) 16/17 17-Oct-16 01-Nov-17 |Business Partner - on a monthly basis to ensure that the council are paying for 22-Mar-19 51to 75
reconciliation accruals/prepayment process to encompass the full financial year
: ) T . DACHS the correct value of placement costs.
audit rather than since the last invoice received need to be conducted.
It is recommended that the monthly payroll return be reviewed and A strategic reV|ew_ of the way iTrentis being used hag been
. . . . . . completed. A project is underway to roll out self-service
consideration given to including the following: . . . .
« Emplovee contracted hours Shella Smith - Head of forms through iTrent and one of these will be overtime claim
41 |DoR Overtime pioy : 16/17 23-Aug-16 28-Sep-17 forms which will enable information to be input regarding 2-Apr-19 51to 75
* Completed by field HR and OD o : : L .
« How overtime is beina paid for why overtime is being claimed and how it will be paid for
oeing p which will be delivered ion 3rd June which is when Itrent
* Reason for overtime : ) .
self service for OT is being launched
It is recommended that the Head of Payroll reviews the overtime An_addltlon.al aIIowance_zs audit was carneq outin 2018
. . . . which considered overtime payments. This has shown that
payment process, particularly the rates paid, of staff with multiple part Shella Smith - Head of |overtime payments are being made in accordance with
42 |DoR Overtime time contracts with the Council. 16/17 23-Aug-16 28-Sep-17 pay 9 28-Mar-19 Complete

The Authority needs to be assured there is no discrimination or
unfairness of the current process.

HR and OD

current policy. Furthermore, the Chief Executive and
Director review all overtime claims on a monthly basis to
further ensure compliance.
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EI? Dir Audit Title Recommendation Rec Yr. Cgrrrlgllr:iloﬁug;e 1st Fg;l:;w-up Responsible Officer Responsible Officer Latest Update Up?;;?:)on % g;?r::Tete) Overall Status
All current miscellaneous schemes run internally by RBC should be Memorandum of Understanding are now in place for all
formally incorporated into a public health framework and subject to a Consultant in Public departments who have Public Health funding. Public Health
43 |DACHS |Public Health process of challenge (bidding for approval) and subject to a 17/18 29-Sep-17 Health Board meetings oversee the PH spend and are monitoring 3-Apr-19 Complete
monitoring framework that clearly identifies how successful outcomes spend and performance. A tracking process has been
are measured and then evidences those successful measurements. developed with a dashboard showing outcomes.
Corporate recharges have historically been treated 'below
the line' and not charged to Public Health. Public Health
The recharge of central establishment costs to the public health grant Andy Stockle - Business has a credit budget'to reflect this p_ractlce. Dlscusspns
should be done in a timely fashion and in such a way as those costs Partner and Nick Penny - have taken place with Corporate Finance and there is a
44 |DACHS [Public Health . 17/18 29-Sep-17 : . review of CEC currently ongoing, which is expected to 22-Mar-19 51t0 75
are transparent and commensurate with the resources employed by Strategic Business . . .
. o . result in budgets for these being put against cost-centres
the authority to administer the grant monies. Partner . o . )
across the Council. This will result in PH no longer having a
credit budget. This is being finalised for the start of 2019/20
budget monitoring.
Although it was agreed that the Right to Buy Policy would
be reviewed and published on the council’s website by the
end of July 2016, this has yet to be implemented. Although
a copy of the draft January 2017 policy has been forwarded
A copy o e igt o By Handto shul e st on e e
45 |DENS Right to Buy RBC website. Right to Buy policies should be reviewed on a regular [16/17 19-Jul-16 o 3-Apr-19 51to0 75
basis to ensure that they are still fit for purpose. Team Leader pIaF:ed upon general refer_ral to central governmentg RTB
policy and referral to this in the RTB Handbook published
by the Council on the main website, this is drafted it just
needs writing in a different format and can then be put for
sign off and published - we hope to get this done by end
April 2019.
Revised date:
A number of improvements are required to ensure payments are fully
accounted for:-
Process in place for RTB offers and sale revisions
* A copy of the RTB Offer and any sale revisions that confirm the Jean Stevenson - Chief [confirming the sale price to be sent to finance. Since
. final sale price should be forwarded to Finance. Accountant/ process was introduced there have not been many sales (3
46 |DENS Right to Buy * In conjunction with the RTB Team and Legal, Finance should 18/19 11-Jun-18 Sam Bainbrigge - RTB |to 4 per quarter). Checks have been performed by Finance 28-Mar-19 76 or more
complete a certified periodic reconciliation between payments due, Team Leader on a regular basis as part of the government returns for
those received and the accounts on Fusion. RTB receipt pooling. (JS)
The RTB application number should be recorded on Fusion to
support the address of the property.
In addition to new written procedures and staff training, the
Planning service has now implemented a bespoke
recording and monitoring system (Exacom) that coherently
addresses the main control requirements for Section 106
processes. A regular or complete reconciliation between
the respective record systems in Planning used to identify,
The roles and separations of duties for the Policy Team and Mark Worringham - track and manage S106 amounts and financial systems that
47 |DENS S106 Administration Team need to be reviewed to ensure there is inclusion|16/17 30-Sep-16 14-Jul-17  [Planning Policy Team record S106 amounts has not been possible until recently. 4-Apr-19 76 or more

and oversight for the full monitoring of all S106 monies.

Leader

This is mainly because of resource issues in Finance. A
report from Finance was received in January 2019, and
reconciliation has been carried out between Planning and
Finance records. There remain some inconsistencies, most
of which have been accounted for, but outstanding issues
being followed up. A finance report to enable reconciliation
is now expected on a more regular basis.
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Rec |... I : Original Audit |1st Follow-up . . . : Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
The Exacom System and updated procedures are now in
The methodology for recording, collecting and monitoring the place and are used in operations. This provides an
payment status of S106 monies need to improved urgently. In appropriate methodology for recording, collecting and
particular: monitoring the payment status of S106 monies. After
a. It is strongly recommended the corporate debtor system should be discussions with Finance it was agreed by the Head of
used for the monitoring and collection of all S106 monies. Each sales Finance that the corporate Academy system for raising
requisition should be authorised by the PSM. In particular there is a invoices was not appropriate for the purposes of raising
need to establish clear separation of duties between the instigation, and monitoring S106 invoices' It offers no advantages over
recovery and the monitoring of monies. the use of the facilities and reporting functions of the
b. The obligation index increases and revised amounts should Mark Worringham - Exacom system . Indexation and revised amounts area
48 |DENS S106 always be recorded on Acumen. 16/17 30-Sep-16 14-Jul-17 Plannin Pol?c Team recorded in Exacom. Trigger dates are a function of 4-Apr-19 76 or more
c. Provisional target dates should be established to monitor the Leader g y Exacom. Monitoring of triggers and payments is being
status of payment triggers and for prompting the sales requisition. undertaken by the Planning Policy Team Leader. Oracle
d. A monitoring procedure needs to be produced for reviewing the Fusion codes are recorded on Exacom and receipts/
status of triggers and payments (who, how, when etc.). transaction numbers are also recorded on the system.
e. Oracle Fusion codes should be recorded on Acumen, and a record Attempts have been made to reconcile planning records
of receipts should also be recorded. Obligations, finance receipts with Fusion, but there have been challenges in obtaining
and balances on Oracle Fusion balances should be regularly data in a timely manner because of resource issues in
reconciled and reviewed by management. Evidence of reconciliations Finance. A Finance report was received in January 2019,
should be retained for an audit trail. and reconciliation is being carried out, and a report now
anticipated on a regular basis to enable reconciliation.
The' " should h i f isi . .
e ‘Grandparent should ave overview of stpervision rgcords o An audit was completed. Feedback was about having a tool
ensure the expected process is being complied with and is performed . . . .
. . for consistency, Principal Social Worker developing an
in a consistent manner for all staff. . . : . L
Safequardin Karen Glaister -Localit audit tool with RiPFA for best practice. Another audit will be
49 |DACHS guarding . , . |17/18 18-Sep-17 13-Nov-17 y completed as soon as the tool is finalised. Agreed with 20-Mar-19 Complete
(supervision) A sample of records should be reviewed at least quarterly to identify Manager .
. . : Team managers and Assistant Team managers that a
any supervision that is not at the appropriate standard. Where - . .
L . supervision audit is completed in the month of December.
supervision is not of the appropriate standard the Team Audit completed
Manager/Service Manager should address the issue. P
There should be a standard policy for all Subject Access/Access to
R(_ac_ords Requests. The _draft policy should be rewewe_d to ensure it Subject Access Request policy was updated in line with
still is relevant, legal review and formal approval obtained and then . . .
Subject Access |implemented and made available to all relevant parties as a priorit Chris Brooks - Head of ]GDPR and available for staff on the Information
50 [DOR ) P . e P . priomty. 16/17 23-Jan-17 15-Mar-18 |[Legal & Democratic Governance Pod on IRIS. SAR request forms also updated 27.03.19 Complete
Requests It also needs to contain more specific information relating to subject . . . .
. . . Services and on website for public to submit. Forms and process to
access requests. Going forward, it should also be reviewed on a .
. ' . be reviewed annually.
regular basis to ensure it continues to meet all relevant legal and
other requirements.
Documented procedures should be produced to:-
a) stipulate the purpose of petty cash accounts e.g. what is Matt Davis - Head of
Use of Cash considered to be appropriate expenditure, and what is not Finance 12 petty cash/voucher floats now closed. Remaining pett
51 |DOR  [Vouchers & Cash . Pprop penditure, . . 16/17 2-Nov-16 14-Jul-17  |Christopher Beauchamp {~< P - ~emaining pey 1 59 Mar-19 51 to 75
b) specify the recording, reconciliation and reporting requirements cash/voucher schemes to be closed - completion 31/05/19
Accounts Accounts Payable

including the transfer of details on to Oracle Fusion
c) define the control requirements for the safeguarding of cash and
vouchers.

Manager
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No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Controls need to be introduced within the APT to confirm the
completeness and accuracy of the floats in circulation and to ensure
that petty cash claims are appropriately authorised. This should 12 petty cash/voucher floats now closed. Write off will be
involve:- Matt Davis - Head of required as the floats starting balances not recorded on all
Use of Cash a) Conducting an annual review to ensure the records are correct Finance floats, all floats have also been processed on the post
52 |DOR Vouchers & Cash |and up to date. 16/17 2-Nov-16 14-Jul-17  [Christopher Beauchamp -office account with no details and the account is also used 29-Mar-18 51to 75
Accounts b) Introducing a system for recording the issue, transfer and return Accounts Payable to paid post office invoices. New accounts to be set up in
of floats. Where floats are transferred between officers a copy of the Manager Fusion for any remaining floats and a balance agreed with
transfer note must be forwarded to the APT. teams.
¢) Introducing a check control whereby the APT confirms the
accuracy of the float balance and of the authorisation details each
: . . Matt Davis - Head of
Finance should consider whether prepaid cards could be better used . Vi
Use of Cash to control petty cash expenditure. Or alternatively departments / Finance Prepaid cards now being used throughout the council
53 [DOR Vouchers & Cash : petly P ' ) y dep . 16/17 2-Nov-16 14-Jul-17  [Christopher Beauchamp . P g us ghou . . 29-Mar-19 76 or more
services could be encouraged to use Visa purchase cards instead of instead of petty cash, a review of expenditure still required
Accounts Accounts Payable
petty cash
Manager
Michelle Crick - Waste
Trade waste contracts should contain accurate details of the number Services Manager/ A waste management software system has been purchased
Waste of bins and frequency of collection. This should agree with records David Moore - and a soft roll out for green waste has been completed. Roll
54 |DENS Operations in Flare. Care needs to be taken to ensure that charges made for 16/17 12-Dec-16 24-May-17 Neighbourhood Services |out to all crews to take place at end April and then the 3-Apr-19 76 or more
trade waste as a minimum cover the costs of providing the service. Manager Trade Waste module will be implemented.
A copy of CIT's findings should be scanned onto |@W and their . . .
findings should be analysed to ascertain what preventative Sam Bainbrigge - RTB This is reviewed each quarter to make sure we are dealing
55 |DENS Right to Buy . 9 . y o P : 18/19 10-Jul-18 99 with any controls that are required but if something comes 3-Apr-19 Complete
(information) and detective (monitoring) controls are required to deter Team Leader o
o . up sooner then this will be amended sooner.
fraudulent applications in the future.
The reasons why applications are withdrawn by the applicant or
cancelled/denied by the council should be analysed by the RTB Sam Bainbriage - RTB This is reviewed each quarter to make sure we are dealing
56 |[DENS Right to Buy Team to help ascertain the common occurrences / problems. This will[18/19 10-Jul-18 Team Leade?g with any controls that are required but if something comes 3-Apr-19 Complete
help ensure council resources and the applicant's time are not up sooner then this will be amended sooner.
wasted.
There should be a clear policy for each type of allowance and Shella Smith - Head of
additional payment. These should be reviewed on a regular basis HR and Organisational
and updated as necessary. Development for all new [A review of all employment policies is already underway.
payments The revised policies will need to be consulted on or
57 |DoR Additional All addltlona'll payments sho_uld be made in accordance with the 18/19 31-Mar-19 HR Partners for existing negotlat_ed with the recognised trade unions (asf 28-Mar-19 26 10 50
Payments relevant policy and be consistent across teams, departments and payments appropriate) and approved by Personnel Committee. The

directorates and adhered to in every instance.

Policies and procedures should be publicised and promoted to
relevant staff and managers and be available on Iris.

Roger Morris
Annette Paterson
Kirsty Bennett
Denise Burston

review is due for completion by December 2019. The
policies covered in this audit will be prioritised.
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58

DoR /
DENS

Network Security
(ICT)

Full visibility of the transport sections ICT needs to be established to
ensure that a consistent corporate standard for network security is
applied

18/19

18-Oct-18

Andrew Withey - Acting
Head of Customer Care
and Transformation
Cris Butler - Strategic
Transport Programme
Manager

Officers are in the process of engaging with the Council’'s IT
teams in order to progress a programme of actions to apply
the corporate network requirements to the existing
externally supported Transport systems. The next step is to
include the transport network in scheduled penetration
testing exercise to identify any potential vulnerabilities with
follow on mitigation plan. (The transport network is
completely separate from the main corporate network so
any issues are limited to transport systems). Advice,
support and supplier engagement has been provided to
Transport who will commission this. The ICT delivery
model for the Council will be reviewed following
implementation of the senior management reorganisation
and transport IT will be included within the scope of this to
determine ownership, management and oversight
arrangements for the future.

4-Apr-19

51to 75

59

DoR

Network Security
(ICT)

Council make Cyber Security and Cyber awareness training
mandatory for staff

18/19

18-Oct-18

Russell Gabbini -
Organisational and
Workforce Development
Manager

Work is currently underway to strengthen and expand cyber
security and cyber awareness training as an integral part of
the ICT Information Security training that has been made
mandatory for all new staff. Cyber Security and Cyber
Awareness modules have been made available for all staff.
Whilst these remain optional reminders and prompts have
been issued stressing importance of the training and
encouraging staff to complete it.

4-Apr-19

51to 75

60

DoR

Network Security
(ICT)

The council's disciplinary procedures are amended to reflect the
seriousness of not ensuring that laptops are properly patched.

18/19

18-Oct-18

John Barnfield - ICT
Technology and
Services Manager

The ICT Policy Statement and ICT Use and Information
Policy make clear that failure to adhere to policy may result
in disciplinary action. The ICT Policy and Golden Rules
have been amended to reinforce need to reload desktops
and will be published on the new intranet. Policies will be
reissued to all staff via net consent upon completion of
further unrelated updates relating to secure e-mail.

4-Apr-19

51to 75

61

DoR

Network Security
(ICT)

There should be regular threat monitoring reports produced by
Northgate that include potential hacking incidents and virus software
activation to contain threats to enable RBC to take preventative
action on staff activity if appropriate.

18/19

19-Sep-18

John Barnfield - ICT
Technology and
Services Manager

External e-mail and web URL scanning, external firewall
protection, server anti-virus and desktop anti-virus
software is in place and provides continuous automated
threat protection. To implement dashboard style Proactive
Event Monitoring and Alerting will require investment in
additional products. A joint bid for LGA funding is to
provide a shared solution is being actively pursued. At the
same time the National Cyber Security Centre have
acknowledged this is a common gap for local authorities
and are investigating the possibility of providing a shared
solution. If these avenues turn out to be unproductive a
local business case and bid for funding will be progressed .

4-Apr-19

25 or less
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No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
a) For compliance purposes, the standards and operational
requirements for the booking, payment and monitoring of all income
streams should be documented. SRLC should then ensure its
procedures are fully complied with by vigilantly monitoring the status
of this. This should include:
b) All administrative templates should be_ rewewgd annually to a)Processes are documented. b)initial review undertaken,
ensure these comply with legal and service requirements e.g. ) ) : .
. I . ) o further review of templates is required. c) Separation of
. booking forms, reconciliations and write off/discount authorisations ) . . . . .
South Reading etc Ben Stanesby - Leisure duties was introduced immediately prior to the audit. The
62 |DENS Leisure Centre i . . 18/19 01-Nov-18 'S0y audit however examined a period prior to changes being 28-Mar-19 Complete
c) Separations of duties and access controls to Legend between the & Recreation Manager . AL .
(Income) . . made. d) booking review is still to be undertaken, e) is
front of house team and the back office team should be reviewed. . .
) ) provided on an adhoc basis. March 19 processes
d) Check and cross-referencing controls need to be established to :
. . . . implemented
evidence the completeness and accuracy of information. This may
include a register to confirm the review of all bookings, certification of
reconciliations, use of management reports to investigate variances
etc.
e) Management should provide staff with feedback on the monitoring
outcomes.
Payment Card Industry Data Security Standard (PCl DSS)
policy created and enforcement schedule in place ICT
. L . : policies have been updated and need to be issued. The
Although partly mitigated by the Lloyds Cardnet annual certification, Andrew Withey - Acting .
L . ) . LWD team has produced the relevant e-learning and
the Council's ICT policies should be reviewed on an annual basis Head of Customer . S
63 |[ALL PCI DSS : S 18/19 7-Nov-18 . relevant staff are required to undertake the training 2-Apr-19 Complete
and before Learning and Development update and review its PCI Services & . .
- . annually (on induction and annual refresher). The
DSS training course. Transformation G . .
responsibility for ensuring staff are compliant and
monitoring completion of training now sits with the Accounts
Payable Team
The Finance team will review all DENS revenue Grant
Bus Subsid Corporate Finance in conjunction with Services should ensure the Richard Johnson claims within the Grants register and work with relevant
64 |DENS y accounts for funds received under the auspice of a grant 18/19 7-Nov-18 Strategic Business individuals within the service to ensure that where they 28-Mar-19 51to 75
Grant 17/18 - . . . . . ) .
determination are produced for certification on a timely basis. Partner require an audit that the process is monitored closely and
managed
Initial meetings between finance and service have taken
Integrated Corporate Finance in conjunction with Services should ensure the Anna Barefoot [Capital |place to discuss IA requirements. Further meetings have
65 [DENS Transport Grant |accounts for funds received under the auspice of a grant 18/19 7-Nov-18 Accountant] & Strategic |been booked for May to review progress. A deadline of 20-Mar-19 25 or less
17/18 determination are produced for certification on a timely basis. Business Partner 31/07/19 has been agreed with IA for all paperwork to be
provided.
The Budget Report was delivered to the deadlines and
. - . . . . H ion h h the 19/20 B
Use of Hyperion {Policies, procedures and timetables should be reviewed on a regular Karen Ind, Financial yperion has been updated to match the 19/20 .udget'
. : . proposals. There has also been a post-MTFS review with
66 |DoR Revenue Budget |basis and updated as necessary to ensure they reflect current 18/19 26-Nov-18 Planning and Analysis ) . 28-Mar-19 Complete
Settin rocesses and timeframes Lead the S151 Officer to agree what improvements are needed
9 P ' for the 2020-21 Budget process and these actions are
currently being followed up.
These processes have been included in the Standard
Use of Hyperion A . . . L . . . Operating Procedure. Named individuals in the Systems
67 |DoR Revenue Budget Cons@erapon ShQUI.d be given to reviewing access rights and 18/19 26-Nov-18 Jenny Bruce, Financial Team and Analyst Team have admin rights to the system 28-Mar-19 Complete
. consolidating/clarifying what each role/level can do. Systems Manager
Setting and all other users have read-only access as all forms have
been locked.
The actions identified previously were followed through and
Jenny Bruce, Financial [Hyperion reconciles to the 19-20 Budget Report: All data
Use of Hyperion {Consideration should be given as to whether another individual other Systems Manager forms are locked so that changes can only be made by
68 |DoR Revenue Budget |than the inputter should review/authorise data uploaded into 18/19 26-Nov-18 Karen Ind, Financial spreadsheet upload. Spreadsheet data can only be 28-Mar-19 Complete

Setting

Hyperion and Fusion to ensure it has been completed correctly.

Planning & Analysis
Lead

uploaded by named individuals in the Systems Team or the
Analyst Team and those individuals reconcile the
spreadsheet before upload.
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Use of Hyperion {Clear evidence should be retained of what is loaded into Hyperion Karen Ind, Financial ;gsrk?elesnarfeucll)igﬁlet dtrtzlll(g_gglgi?js gﬁ?g ?rtHKI%ecr:Ir?gnarei it
69 [DoR Revenue Budget |after the budget has been agreed and that it matches what has been [18/19 26-Nov-18 Planning and Analysis . ) d port. . g 28-Mar-19 Complete
. . . . will be made to Hyperion between the Full Council
Setting agreed by Policy Committee/Council. Lead
agreement and 31st March.
Itis recommended that the Head of Service works with CCG .partners Following the implementation of the revised CHC
to establish and agree a locally set of documented specifications and ) . .
Continuin standards that detail what the joint arrangements for the procedures Jo Purser- Localit Framework in October 2018, the Locality Manager will work
70 [DACHS g . ne J g pr 18/19 27-Nov-18 y with the CCG and partners to review the current Berkshire 20-Mar-19 51t0 75
Healthcare and timescales for the application, assessment and recording of CHC Manager e . . .
. wide joint policy for CHC. Meetings held to progress this,
cases should be. Once agreed these should be signed off by both :
) ) . proposed new policy June 2019
parties and all relevant staff advised accordingly.
NHS England are responsible for auditing the application of
the CHC framework. The Local Authority can refer to NHS
Ongoing efforts to further research and understand the disparity England i there are specific concerns around the
. . : implementation of the framework locally but not research
rates in local CHC funding should be fully and consistently backed by . .
. . how the framework is being implemented across other
senior management in order that the reasons can be properly . . .
Continuin understood, and any changes made. Resources to do this may have Jo Purser- Localit areas. Senior management are focusing on ensuring that
71 |DACHS g ’ y chang ' v 18/19 27-Nov-18 y applications have robust evidence to support individuals to 20-Mar-19 51to 75
Healthcare to be found from existing budgets but the work should have senior Manager ) ) .
: . . achieve CHC funding. Whilst we accept that the current
officer support and the outcomes should be shared with other parties o . .
. level of success in this area remains low there are required
if necessary. Any system changes made as a consequence should . . . L .
be regularly monitored to establish their future effect actions for Reading to implement before highlighting this
' with NHS England. There has been an increase in the
number of individuals agreed at MDT's and panel for CHC
funding, through increased staff knowledge and confidence
Elizabeth Robertson —
Civil Enforcement
Manager,
Emma Benger — Civil
, Parking Services should develop a formal policy document that sets Enfercement Sup_e'rwsor, Draft policy document produced covering governance,
Residents L . Halima Khan — Civil L . .
72 |DENS : out the governance, management and administrative arrangements (18/19 5-Dec-18 . management and administrative arrangements for Permit 28-Mar-19 76 or more
Parking S . : . L Enforcement Supervisor, , .
for maintaining the PermitSmarti and 3Sixty applications. . L Smarti and 3sixty.
Pritam Surdhar — Civil
Enforcement Supervisor,
Gurpreet Vig - Civil
Enforcement Supervisor
Elizabeth Robertson —
Civil Enforcement
Manager,
Emma Benger — Civil
. , - . Enforcement Supervisor
. Parking Services should develop a training log to demonstrate, provide ) L ' - .
73 |DENS ReSIFlentS oversight of and assurance as to the training undertaken by the users of the [{18/19 5-Dec-18 Halima Khan — Civil . Training logs updated fer each t.eam member demonstrating 28-Mar-19 76 or more
Parking Enforcement Supervisor, [the use of Permit Smarti and 3sixty systems

PermitSmarti and 3Sixty application.

Pritam Surdhar — Civil
Enforcement Supervisor,
Gurpreet Vig - Civil
Enforcement Supervisor
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EI? Dir Audit Title Recommendation Rec Yr. Cgrrrlgllr:iloﬁug;e 1st Fg;l:;w-up Responsible Officer Responsible Officer Latest Update Up?;;?:)on % g;?r::Tete) Overall Status
Elizabeth Robertson —
Parking Services should perform periodic identity management Civil Enforcement
Residents reviews of the user accounts for the PermitSmarti and 3Sixty Manager, Review of user accounts completed for 3sixty and permit
74 |DENS Parking applications and will document that these have occurred and the 18/19 S-Dec-18 John Evans — NSL Client|smarti. These have been documented 28-Mar-19 Complete
changes that have occurred as a result. Account Manager
Elizabeth Robertson —
Civil Enforcement
Manager,
Emma Benger — Civil
Parking Services should set out a Separation of Duties (SoD) table Enforcement Supervisor,
75 |DENS Residents for the PermitSmarti gnd 3Sixty gpplicati.ons demonstrating how 18/19 5-Dec-18 Halima Khan — Civil ' Separatiorl of Duties table for both systems created and 28-Mar-19 76 or more
Parking users have been assigned permissions in a manner that Enforcement Supervisor, [users assigned the relevant permissions
demonstrates appropriate segregation of duties. Pritam Surdhar — Civil
Enforcement Supervisor,
Gurpreet Vig - Civil
Enforcement Supervisor
Parking Services should, periodically, liaise with the NSL Contract Elilvzi?gi:‘t;rlzggqiﬁon B
Residents Manager in order to ensure that non-RBC pe.rsonnel that have Manager Reading ICT have provid'ed informatior? on the ICT
76 |DENS Parking system access have received adequate training and meet the 18/19 5-Dec-18 John Evalns _ NSL Client standards expected of third parties. This has to be 28-Mar-19 26 to 50
requirements of the RBC "ICT Standards Expected of Third Parties discussed with NSL at next monthly meeting in April 2019
S : : : . Account Manager
Policy." Evidence of this action will be retained.
Parking Services should seek guidance from the RBC Corporate ICT
Services as to whether Imperial Civil Enforcement Solutions Limited
observing 1ISO 27001 but not being certified is sufficient for meeting . Reading ICT have advised the following: Reading accepted
. . Elizabeth Robertson — . . :
77 |DENS Re5|_dents RBC. requwements. . . 18/19 5-Dec-18 Civil Enforcement Nor'thate workmg 0 pom_phanpe with ISO.27OO.1 but not 28-Mar-19 Complete
Parking Parking Services should ensure that it advises RBC Corporate ICT certified to. Certification is a high cost activity likely to push
. . . . Manager N
Services of the Cyber Essentials certification and membership of your costs up significantly.
CiSC that Imperial has referenced.
Elizabeth Robertson —
Civil Enforcement
Manager,
Emma Benger — Civil
Residents Parking Services should formally define the requirements for the Egrﬁnr:;elr(n:;; ?u([:)i(\a/irlvlsor,
78 |[DENS . review of user activity, who is to perform the review and with what 18/19 5-Dec-18 : Access settings have been completed and documented 28-Mar-19 Complete
Parking Enforcement Supervisor,

frequency.

Pritam Surdhar — Civil
Enforcement Supervisor,
Gurpreet Vig - Civil
Enforcement Supervisor
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Elizabeth Robertson —
. . - . Civil Enforcement : : ,
Residents Parking Services should liaise with the NSL Contract Manager to MI;:]a er 3sixty password settings have been updated to comply with
79 |DENS ) ensure that password access rights are set within the PermitSmarti  |18/19 5-Dec-18 ger, . RBC requirements. All users for permit smarti have been e- 28-Mar-19 Complete
Parking : o John Evans — NSL Client| . . .
and 3Sixty applications to meet RBC standards. mailed to ensure password complies with RBC standard
Account Manager
Elizabeth Robertson —
Civil Enforcement
Manager,
80 |bENS Res@ents Parkmg Services _should _perform periodic reviews of.the physical 18/19 5-Dec-18 Pritam Surdhar — C|v_|I Inventory of physical permits completed and stock checks 28-Mar-19 Complete
Parking inventory of permits that it holds and document that it has done so. Enforcement Supervisor, |updated
Gurpreet Vig - Civil
Enforcement Supervisor
It is recommended that the existing guidance for Gifts, Hospitality
and Declarations of Interests should be reviewed for consistency,
ambiguity and clarity. In particular a single Gifts and Hospitality Chris Brooks. Head of
Employee Gifts, Policy introduced which is linked to any further detailed advice and Legal and Democratic
Hospitality and standards that employees must adhere to, such as the Code of Services Agreed that the policy will be presented to Corporate
81 |CRO priaiity Conduct. The policy should include examples of Gifts and Hospitality (18/19 18-Dec-18 . g poticy P . P 28-Mar-19 25 or less
Declarations of . ) Shella Smith, Head of HR[Management Team for approval by 7 April 2019
Interest that can be accepted or rejected, as before, as well as guidance 40 isational
about how to treat such offers, how offers should be recorded, when and Organisationa
and who to send the information to and who to contact for further Development
advice.
To fully demonstrate commitment to the Nolan Principles it is We believe that an annual reminder should be sent to
: . employees to confirm that they should be aware of the
recommended that an annual declaration of returns is completed by Chris Brooks. Head of : . .
all staff members for individual Gifts, Hospitality or new Declarations ris Broois, mea o policy and that declarations should be made in accordance
Employee Gifts, ' p, y . Legal and Democratic with it. This should relate to offers of gifts and hospitality
o of Interest forms. Furthermore, as per CMT's mandate in November . . .
Hospitality and . . . ) Services that are both accepted and declined and all declarations of
82 |[CRO . 2017, it should be determined whether specific service areas should |18/19 18-Dec-18 . . . . . 28-Mar-19 25 or less
Declarations of . Shella Smith, Head of HR|interest. Prior to the implementation of an automated
Interest be targeted to ensure full and complete declarations are completed do isational system, we will explore alternative means for achieving this
regularly. The Head of HR and Organisational Development will need and Organisationa ystem, . P ) . g
. . ; . . Development requirement. Using iTrent for this purpose can be explored
how best to achieve this i.e. by using NetConsent or potentially via i- : . ) : .
Trent after phase 1 and 2 of the project to improve its functionality
' has been completed. This is likely to be early in 2020.
Management should ensure that a suitable retention period is
Employee Gifts, |defined within the Council's Retention Schedules for the holding of Chris Brooks, Head of o . , . .
Hospitality and  |registers for Gifts, Hospitality and Declarations of Interest and their Legal and Democratic This will be retained for the financial year of receipt plus 6
83 |CRO . . ' 18719 18-Dec-18 ) years afterwards by way of the Limitation Act 1980.. This 4-Apr-19 Complete
Declarations of |corresponding forms. Services i
has been added to the Retention Schedule
Interest
It is recommended that Declarations of Interest forms should be Chris Brooks, Head of
Employee Gifts, [reviewed by a senior officer (potentially by a Director, the Head of Legal and Democratic
itali itori i i i i Services . . ,
84 |CRO Hospitality and - 1HR or the Monitoring Officer) in order to ensure potential conflicts of 18/19 18-Dec-18 Completed - forms are reviewed by a senior Officer 28-Mar-19 Complete

Declarations of
Interest

interest are known and risk assessed and should particularly apply
when identifying potential conflicts of interest prior to new contracts
works / projects commissioned.

Shella Smith, Head of HR
and Organisational
Development
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Rec |... I : Original Audit |1st Follow-up : : : . Updated on Status
No. Dir Audit Title Recommendation Rec Yr. Completion Date Date Responsible Officer Responsible Officer Latest Update (date) (% Complete) Overall Status
Employee Gifts, Itis reco_mmeno!ed that all offers of gifts and hospitality and Shella Smith. Head of HR Agreed. This will be explored after phase 1 and 2 of the
Hospitality and declarations of interests are recorded on a corporate system ella Smith, Head o project to improve iTrent functionality and roll out self-
85 |CRO . (potentially on i-Trent when the facility becomes available) and for a |{18/19 18-Dec-18 and Organisational . L . 28-Mar-19 25 or less
Declarations of . service has been completed. This is likely to be early in
summary report on reported activity to be reported by the Head of HR Development
Interest o 2020.
and Organisational Development to CMT each year.
e e e Shellasmit,ead o
86 [CRO prality . 9 prality 18719 18-Dec-18 and Organisational Agreed. Links to recommendation 85 above. 28-Mar-19 25 or less
Declarations of |supported by Audit and should be progressed as soon as is Devel t
Interest practicable. evelopmen
Additional columns have been added to the Savings and
Delivery Fund Reporting spreadsheet to capture any
The Savings & DF Reporting spreadsheet should ensure that mitigations putin place for savings at.”Sk n year (ie. RAG
Budgetary information recorded shows whether the saving achieved matches Ashley Rogers, Corporate rated amber or red). The expectation is that this is
87 |[CRO Control & I N 18719 08-Mar-19 ’ completed on a monthly basis starting from the March 20-Mar-19 Complete
. the initial proposal, and any subsequent forecasts amended as Programme Manager . . .
Savings apbrooriate reporting period. Work streams are also expected to submit
PRrop ' a 'change request' through Highlight Reporting if they are
making any material change to the delivery of savings. This
is already in place (introduced October 2018).
Consideration should be given to bringing together (centralising) the
Commercial management and administration of (hon-housing) properties under Deputy Director This recommendation is scheduled for consideration and
88 |DENS one team. This could include acquisition, disposal as well as lease |18/19 05-Dec-18 puty . ’ discussion with the incoming Director of DEGNS, with 3-Apr-19 25 or less
leases ) Regeneration & Assets - .
and income management. Any such proposal would have to be feedback on the way forward anticipated in June 2019
financially variable and appropriately resourced.
A number of systems have been explored, including
There is a need for a corporate integrated property asset system examining in detail one that offered the greatest potential,
, . P €9 Property asset sy Deputy Director, but it has not yet been possible to identify a system that is
: that is fully compliant with accounting requirements. This is . L . )
Commercial . . . Regeneration & Assets  [capable of delivering the fully integrated, CIPFA compliant
89 |DENS something we would encourage, in order to reduce staff time spent |18/19 05-Dec-18 . : . 2 . . 3-Apr-19 25 or less
leases . o . Matthew Davies, Head of [approach required. Work is continuing to identify current
managing the spreadsheet and ensure greater accuracy in (financial) ) . ; . - .
reportin Finance best practice solutions operating well within the public
P g sector with the aim of bringing forward a recommended
approach in July 2019
New recommendation
The procedures and processes for managing and monitoring sundry
debt need to strengthened to actively reduce and prevent the current
level of debt. The following areas should be considered:-
. i g . .
distribution of aged debtors report should be specific to the service. Chris Beauchamp New processes and procedures for managing the sundry to
90 |RES Debtors - follow 1, all services should promote payment at the point of supply of 18719 29/01/2019 (Accounts . be |_ntrodgced_ when .A.CCOUNS Recelvqble move to Oracle 29-Mar-19 25 or less
up review service etc Payable/Receivable Fusion this will specific reports to services and report to
' Manager) enable the collection teams to be more efficient
* arrears should be analysed to identify services and reasons for
arrears so that a targeted approach can be instigated.
* services should be required to provide an account of the reasons
for their arrears alongside the reasons for their budget variance
status as part of the regular budget monitoring process/es.
Status
25 or less 11
Red % 18 26 to 50 5
Amber % 29 51to 75 26
Green % 53 76 or more 21
Complete 27
100 Total 90
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